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ABSTRACT

Background

The rapid adoption of the Internet of Medical Things (IoMT) has enabled continuous monitoring and transmission of
sensitive healthcare information through interconnected medical sensors, wearable devices, edge nodes, and cloud
services. However, the heterogeneous and resource-constrained nature of IoMT environments introduces significant
security risks, while attacks on edge-connected medical devices can adversely affect both security and quality of service
(QoS). Existing studies have primarily focused on individual security mechanisms, intrusion detection, authentication, or
blockchain-based protection, with comparatively less emphasis on integrating security-risk assessment with edge-resource
and QoS evaluation. Recent literature also demonstrates the need for systematic approaches to loMT risk assessment and
management. This paper proposes an Edge-centric [oMT Security Risk Assessment (EISRA) framework for evaluating
security risks in edge-enabled [oMT environments. The proposed framework models heterogeneous medical devices, edge
nodes, an edge gateway, and a healthcare cloud while considering multiple security threats, including Distributed Denial-
of-Service (DDoS), Man-in-the-Middle, replay, data injection, and device impersonation attacks. A composite risk score
is formulated using likelihood, impact, device criticality, vulnerability, and edge exposure. A simulation environment is
developed to evaluate the proposed framework under varying IoMT device densities and attack intensities. The
performance is assessed using security and QoS parameters including risk score, latency, throughput, packet delivery ratio,
CPU utilization, memory utilization, energy consumption, and network overhead. The simulation results are subsequently
compared with representative existing approaches under common evaluation criteria. The framework provides an
integrated basis for evaluating security risk and edge-level QoS performance in [oMT environments.

KEYWORDS: Internet of Medical Things, Edge Computing, Security Risk Assessment, [oMT Security, QoS, Edge
Devices, Cybersecurity, Simulation.

INTRODUCTION

1.1 Background and Motivation

The Internet of Medical Things (IoMT) has emerged as an important component of smart healthcare by enabling medical
devices, sensors, wearable systems, monitoring equipment, and healthcare servers to communicate and exchange medical
information [1], [2]. IoMT-based systems support continuous monitoring of patients by collecting physiological
parameters such as electrocardiogram (ECG), blood pressure, blood glucose, oxygen saturation (SpO2), and other health-
related measurements [1], [3]. The availability of continuous medical data can support remote patient monitoring, timely
clinical decision-making, and improved healthcare services [1], [2]. However, the increasing connectivity and exchange
of sensitive medical information also introduce significant security and privacy concerns [2], [4].

[oMT environments differ from conventional IoT systems because the information handled by these devices is highly
sensitive and the operation of some medical applications can be time-critical [2], [4]. IToMT devices are also heterogeneous
and may have limited computational capacity, memory, storage, and energy resources [2], [5]. These characteristics make
them vulnerable to different security threats, including Distributed Denial-of-Service (DDoS), Man-in-the-Middle
(MitM), replay, data injection, and device impersonation attacks [4], [S]. A successful attack may compromise the
confidentiality or integrity of medical information and may also affect the availability and timely delivery of healthcare
services [4], [5]. Therefore, security evaluation in [oMT should consider not only the existence of vulnerabilities but also
the potential impact of attacks on medical devices and healthcare services [4], [6].

Edge computing provides an effective architectural layer for processing IoMT data closer to the data-generating devices
[11, [7]. Instead of transferring all medical information to a remote cloud, edge nodes can perform data processing,
aggregation, monitoring, and preliminary security analysis near the [oMT devices. This can reduce communication delay
and improve the responsiveness of healthcare applications [1], [7]. However, edge-enabled IoMT environments introduce
additional security considerations because multiple medical devices may communicate through shared edge gateways and
edge nodes [5], [7]. An attack affecting an edge node can therefore influence several connected [oMT devices and increase
resource utilization at the edge [5].

Genetics and Molecular Research 25 (19s): 2026 1



Consequently, IoMT security assessment should consider both security risk and system performance. A security
mechanism that provides stronger protection but introduces excessive computational, communication, or energy overhead
may not be suitable for resource-constrained medical environments [5]. Hence, parameters such as latency, throughput,
packet delivery ratio, CPU utilization, memory utilization, energy consumption, and network overhead should be
evaluated together with security risk [5], [7]. This motivates the development of an edge-centric security-risk assessment
framework that can evaluate the security behaviour and QoS of IoMT systems under different device populations and
attack conditions.

1.2 Problem Statement and Research Gap
Existing IoMT security research has investigated several individual security mechanisms, including authentication,
intrusion detection, trust management, privacy protection, vulnerability assessment, and risk assessment [2], [4], [6].
Although these approaches have contributed significantly to improving IoMT security, many studies primarily focus on a
particular security objective rather than jointly evaluating security risk, edge-device characteristics, and quality of service
[4], [6]. In particular, the interaction between security threats and the resource utilization of edge nodes requires further
investigation. Increasing numbers of [oMT devices and attack traffic may increase the workload of edge resources and
consequently affect the performance of the healthcare network [5], [7].

Another limitation is that different medical devices may have different levels of criticality and vulnerability. Therefore,
security risk cannot be adequately represented using a single factor. A comprehensive assessment should consider attack
likelihood, potential impact, device criticality, vulnerability, and exposure at the edge layer [6]. Furthermore, the influence
of different attack intensities on both security risk and QoS should be investigated under different oM T network scales.
A controlled simulation environment is therefore required to provide consistent experimental conditions and enable
systematic comparison with existing approaches.

Based on these observations, this paper addresses the following problem: how to assess security risk in an edge-enabled
IoMT environment while simultaneously considering heterogeneous medical devices, different attack conditions, edge-
resource characteristics, scalability, and QoS performance? To address this problem, an Edge-centric loMT Security Risk
Assessment (EISRA) framework is proposed. The framework provides a simulation-based environment in which
heterogeneous IoMT devices communicate through edge resources and are evaluated under different attack intensities.
The proposed approach combines multiple security-risk factors and evaluates their relationship with important QoS and
resource-utilization parameters.

1.3 Objectives and Contributions
The primary objective of this study is to develop and evaluate a simulation-based Edge-centric [oMT Security Risk
Assessment (EISRA) framework that jointly considers security risk and QoS in an edge-enabled [oMT environment. The
specific contributions of this work are:

Edge-enabled [oMT simulation environment: A simulation environment is developed consisting of heterogeneous medical
devices, an edge gateway, multiple edge nodes, and a healthcare cloud.

Proposed EISRA risk model: A composite security-risk model is proposed by considering likelihood, impact, medical-
device criticality, vulnerability, and edge exposure.

Multi-attack security evaluation: The framework considers DDoS, MitM, replay, data injection, and device impersonation
attacks under different attack-intensity levels.

Security and QoS analysis: The proposed framework evaluates security risk together with latency, throughput, packet
delivery ratio, CPU utilization, memory utilization, energy consumption, and network overhead.

Scalability and comparative evaluation: The framework is evaluated for different [oMT populations and edge-node
configurations, with a feature-based comparison against representative existing approaches.

The remainder of this paper is organized as follows. Section 2 presents the related work on [oMT security, risk assessment,
edge-based security, and QoS-aware healthcare systems. Section 3 describes the proposed EISRA framework, including
the system architecture, threat model, risk factors, and risk calculation. Section 4 presents the simulation environment,
experimental configuration, attack scenarios, and QoS parameters. Section 5 presents and discusses the simulation results
with respect to security risk, attack intensity, scalability, QoS, and edge-resource utilization. Section 6 concludes the paper
and presents directions for future enhancement.

2. RELATED WORK

2.1 IoMT Security and Risk Assessment

The increasing deployment of IoMT devices has resulted in considerable research on security, privacy, vulnerability
assessment, and risk management. Existing studies have investigated different approaches to identify and mitigate security
threats in medical [oT environments. A recent scoping review by Svandova and Smutny examined security risk assessment
and management approaches for IoMT and highlighted the importance of systematically identifying vulnerabilities,
threats, and associated risks in healthcare environments [8]. This work demonstrates the importance of risk-oriented
security assessment but also indicates the diversity of approaches used for managing IoMT security risks.

Several studies have investigated specific security mechanisms for [oMT environments. Research on heterogeneous [oMT
devices has explored risk evaluation and attack detection using analytical and fuzzy-logic-based approaches,
demonstrating that different device characteristics and security conditions can influence the overall risk level [9]. Other
studies have investigated dynamic cyber-risk assessment, where the security state of a medical IoT environment is
evaluated under changing attack scenarios [10]. Such approaches demonstrate the importance of considering dynamic
threat conditions rather than relying on static security assessment.

2.2 Edge-Based IoMT Security

The integration of edge computing with IoMT has received increasing attention because edge resources can process
medical information closer to data-generating devices. Edge computing can reduce communication latency and decrease
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the amount of data transmitted to remote cloud servers. However, the introduction of edge nodes also creates additional
security concerns because edge nodes may serve multiple medical devices and can become potential targets for attackers.
Recent research has investigated intrusion detection at the IoMT edge. For example, trust-centric intrusion detection
approaches have been proposed to improve the identification of malicious activities in [oMT edge networks [11]. Such
approaches demonstrate the importance of considering trust and network behaviour when detecting attacks at the edge.
Other studies have combined blockchain and edge computing to improve IoMT authentication and trust management [12],
[13]. Similarly, blockchain-enabled IoMT frameworks have evaluated performance parameters such as latency,
throughput, packet delivery ratio, and energy consumption [12], [14]. These studies are particularly relevant because they
demonstrate the importance of evaluating security mechanisms together with QoS.

2.3 Comparative Research Gap

The existing literature demonstrates that [oMT security has been investigated from several perspectives, including risk
assessment, attack detection, authentication, trust management, blockchain, and edge computing. However, these research
directions are generally evaluated independently or with different experimental configurations. This makes it difficult to
directly assess the relationship between security risk and QoS in a scalable edge-enabled [oMT environment.

The proposed EISRA framework addresses this research gap by providing a common simulation environment in which
heterogeneous IoMT devices communicate through edge resources and are evaluated under multiple attack conditions.
Unlike approaches that primarily focus on a single security mechanism, EISRA combines risk assessment, attack analysis,
edge-resource evaluation, QoS measurement, and scalability analysis.

Table 1. Comparison of Existing Research and Proposed EISRA

Research work IoMT | Edge Risk Attack QoS | Scalability
Assessm | Analysis
ent

Svandova&Smutny (2024), Internet of | / — NV NV - -

Medical Things Security Frameworks
for Risk Assessment and Management:
A Scoping Review

Czekster et al. (2025), Dynamic risk | — v v - v
assessment approach for analysing
cyber security events in medical IoT
networks

Pritika, Shanmugam&Azam (2024), | v — N4 N4 — N4
Risk Evaluation and Attack Detection
in Heterogeneous [oMT Devices Using
Hybrid Fuzzy Logic Analytical

Approach

Nagarajan et al. (2024), A trust-centric | N4 - N4 V/Pe | V/Performanc
approach to intrusion detection in edge rform | e
networks for medical internet of thing ance
Ecosystems

Fiaz et al. (2024), A Two-Phase | v Not Limited N4 V4 v
Blockchain-Enabled Framework for central

Securing Internet of Medical Things

Systems

Khan et al. (2025), A lightweight | N4 - Security V/Pe | V
scalable hybrid authentication evaluation | rform
framework for Internet of Medical ance

Things (IoMT) using

blockchainhyperledger consortium

network with edge computing

Ghadi et al. (2024), The role of | v —/Not - Security Perfo | Limited
blockchain to secure internet of medical central rman

things ce

Proposed EISRA N4 N4 V4 N4 V4 N4

2.4 Research Gap Identified

Based on the reviewed studies, the following research gaps are identified. Existing research has addressed IoMT security,
risk assessment, attack detection, edge-based security, and QoS from different perspectives. However, these aspects are
generally evaluated separately or under different experimental conditions. Therefore, a unified framework that combines
security-risk assessment with edge-device characteristics, multiple attack conditions, QoS, and scalability remains
necessary.

Table 2. Research Gaps and Positioning of the Proposed EISRA Framework
Gap Existing Research Proposed EISRA
Heterogeneous IoMT devices Considered in some studies Explicitly modelled
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Edge environment

Considered in selected studies

Integrated into the framework

Multiple attack types

Considered partially or for specific
attack scenarios

Integrated

Device criticality

Limited consideration

Included as a risk factor

security/performance studies

Vulnerability Considered in some risk-assessment | Included as a risk factor
approaches
Edge exposure Limited consideration Included as a risk factor
Security-risk score Different risk-assessment | Unified composite EISRA score
approaches are used
QoS evaluation Evaluated in some | Integrated with security-risk analysis

Different IoMT scales Evaluation conditions and scales | 10-200 [oMT devices
vary across studies
Attack intensity Limited/varied evaluation Low, Moderate, High and Very High

levels

Edge resource utilization

Limited in risk-assessment studies

CPU, memory and energy evaluation

Common simulation
environment

Different simulation platforms and
experimental conditions

Common EISRA simulation
environment

Comparative evaluation

Results are generally reported under
study-specific conditions

Common evaluation framework for
EISRA analysis

The identified gaps provide the motivation for the proposed EISRA framework. Unlike approaches that primarily focus
on risk assessment, intrusion detection, blockchain security, or performance evaluation independently, EISRA considers
security risk and edge-system performance within the same IoMT simulation environment. The framework represents
heterogeneous IoMT devices, evaluates multiple attack conditions, incorporates device criticality, vulnerability and edge
exposure into the risk calculation, and examines the corresponding effects on QoS and edge resources. The framework is
further evaluated at different oMT scales to investigate its scalability and consistency.

3. PROPOSED EISRA FRAMEWORK
This section presents the proposed Edge-centric [oMT Security Risk Assessment (EISRA) framework for evaluating
security risks in an edge-enabled Internet of Medical Things environment. The framework is designed to represent
heterogeneous medical devices, edge resources, communication threats, and healthcare cloud services within a common
simulation environment. In addition to calculating a security-risk score, the framework enables the effect of security
threats on QoS and edge-resource performance to be analysed.
3.1 System Architecture

The proposed architecture consists of four main layers: loMT device layer, edge gateway layer, edge processing layer,
and healthcare cloud layer. Such layered architectures are commonly used for IoMT systems to support device
connectivity, localized processing, and cloud-based healthcare services [15], [16].

loMT DEVICE LAYER

ECG BP Glucose SpO, Wearable
?we e e
=

Sensor Sensor Sensor Sensor Device

— I J

EDGE GATEWAY
Data Aggregation
Traffic Control
EDGE 1 EDGE 2 EDGE 3
Processing Processing Processing

HEALTHCARE CLOUD

Storage/Services

Figure 1 System Architecture

IoMT Device Layer

The IoMT layer represents heterogeneous medical devices that continuously generate healthcare information. Five
representative device categories are considered in the simulation:

¢ ECG sensor — generates cardiac monitoring information.

¢ Blood Pressure (BP) sensor — generates blood pressure measurements.

e Glucose sensor — generates blood glucose measurements.

¢ SpO: sensor — generates blood oxygen saturation information.

e Wearable device — represents continuously connected wearable healthcare equipment.
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These device types are representative of connected medical sensors and wearable healthcare devices commonly considered
in JoMT environments [15], [16].

Each device is characterized by parameters such as device type, data-generation rate, computational requirement,
criticality, vulnerability, and communication behaviour. This allows the proposed framework to distinguish between
devices with different security requirements. The consideration of device characteristics and risk factors is consistent with
existing IoMT risk-assessment research [17], [18]..

Edge Gateway

The edge gateway acts as an intermediate communication point between IoMT devices and edge nodes. It aggregates
incoming medical data and forwards them to the appropriate edge node for processing. The gateway also represents an
important security point because malicious traffic generated by compromised [oMT devices may pass through this layer.
Edge and gateway-based processing are commonly considered in healthcare IoT architectures because processing data
closer to the source can reduce communication latency and support time-sensitive healthcare applications [16], [19].

Edge Nodes

Multiple edge nodes are incorporated into the architecture to represent distributed edge computing resources. Edge nodes
perform data processing closer to IoMT devices and reduce the need for direct communication with the healthcare cloud
[16], [19]. The simulation can vary the number of edge nodes according to the IoMT population. For example:

IoMT devices | Edge nodes
10
25
50
100
150
200
The edge layer is particularly important in EISRA because the proposed framework evaluates not only security risk but
also CPU utilization, memory utilization, energy consumption, latency, throughput, and network overhead.

R[N | (DN |—|—

Healthcare Cloud

The healthcare cloud represents the higher-level healthcare infrastructure responsible for long-term storage, centralized
services, analytics, and access to processed medical information. Cloud, edge, and fog architectures have been investigated
for healthcare applications to address processing, scalability, latency, and data-management requirements [16], [19].

The proposed framework therefore models the complete communication path:

IoMT Devices — Edge Gateway — Edge Nodes — Healthcare Cloud
3.2 Threat Model
The proposed framework considers five representative attacks that can affect different components of the loMT-edge
environment. [oMT security studies have identified a broad range of network, device, and communication threats affecting
connected medical environments[17], [20].
Distributed Denial-of-Service Attack: A DDoS attack is modelled by generating excessive malicious traffic toward the
gateway or edge resources. The increased traffic load can consume network and computational resources and consequently
affect service availability and QoS.Denial-of-service attacks are recognized threats in [oMT environments [20].
Man-in-the-Middle Attack: A MitM attack represents unauthorized interception of communication between IoMT
devices, gateways, and edge nodes. The attack is considered in the risk assessment because it may compromise the
confidentiality and integrity of medical information [17], [20].
Replay Attack:A replay attack is represented by retransmitting previously captured legitimate messages. Such behaviour
may result in incorrect or repeated medical information being processed by the healthcare system[20].
Data Injection Attack: In a data injection attack, malicious or modified information is introduced into the IoMT
communication flow. Since healthcare decisions may depend on the integrity of sensor measurements, data injection is
considered an important risk factor [17], [20].
Device Impersonation Attack: Device impersonation represents an unauthorized entity attempting to behave as a
legitimate [oMT device. Successful impersonation may allow malicious traffic or fabricated medical information to enter
the edge-enabled healthcare environment[17], [20]. The threat model therefore considers both network-level and device-
level threats, allowing the proposed framework to evaluate their influence on security risk and system performance.
3.3 EISRA Risk Model
The central component of the proposed framework is the Edge-centric loMT Security Risk Assessment (EISRA) model.
Instead of representing security risk using a single parameter, the proposed model combines multiple factors associated
with the likelihood and consequences of a security event. Existing IoMT risk-assessment research emphasizes the
importance of considering multiple risk dimensions, including threats, vulnerabilities, impacts, and characteristics of
medical devices [17], [18]. Building on this risk-oriented perspective, the proposed EISRA model additionally
incorporates edge exposure to represent the security conditions associated with the edge-enabled architecture.
The proposed Edge-centric IoMT Security Risk Assessment (EISRA) is defined as:
ERAS=aL+BI+yC+8V+¢E
where:
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L = Attack Likelihood

I = Attack Impact

C = Medical Device Criticality

V = Device Vulnerability

E = Edge Exposure

a,B,y,9,€ = weighting coefficients.

For the initial simulation, the following normalized weights are considered:0=0.20, [=0.25.
Thus,0.20+0.25+0.20+0.20+0.15=1, all five factors are normalized to the range 0—100 before calculating the final score.
3.3.1 Attack Likelihood (L)

Attack likelihood represents the probability or estimated possibility of a security attack affecting an [oMT device or edge
resource. Higher attack likelihood values indicate a greater possibility of an attack occurring. In the simulation, attack
likelihood is determined based on several factors, including attack intensity, attack frequency, abnormal traffic patterns,
device exposure, and the type of attack. These factors collectively contribute to estimating the level of security threat faced
by IoMT devices and edge resources.

3.3.2 Attack Impact (I)

Attack impact represents the potential consequence of a successful attack. Higher values indicate greater potential damage
to the IoMT service. For example, an attack affecting the availability of an edge node serving multiple medical devices
can have a greater impact than an attack affecting an individual low-criticality sensor.

3.3.3 Device Criticality (C)

Device criticality represents the importance of an IoMT device to healthcare services.

For example:

Table 3. Relative Criticality of loMT Devices

Device Relative criticality
ECG High

SpO High

Blood Pressure | Medium—High
Glucose Medium-High
Wearable Medium

These values should be defined explicitly in the simulation configuration rather than changed between experiments.
3.3.4 Vulnerability (V)

Vulnerability represents the susceptibility of an IoMT device or edge component to security threats. The vulnerability
score can be determined by considering various characteristics, including resource constraints, software and security
weaknesses, communication exposure, authentication strength, and susceptibility to attacks. For simulation purposes, the
vulnerability value is normalized on a scale from 0 to 100, where higher values indicate a greater level of vulnerability.
3.3.5 Edge Exposure (E)

Edge exposure is an important factor introduced in the proposed framework, representing the extent to which an IoMT
device or edge node is exposed to potentially malicious communication. A device connected to a heavily loaded or highly
exposed edge node can receive a higher exposure score. The level of edge exposure can therefore be influenced by several
factors, including the number of connected devices, edge-node workload, malicious traffic, communication intensity, and
the number of exposed connections.

3.3.6 Normalized Risk Score

The calculated ERAS value is normalized to obtain a percentage-based risk score:

ERAS — ERAS,;
ERAS o T % 100
N ERASTNEII — ERASmin

Since the five input factors are normalized and the weights sum to one, the implementation can also directly constrain the
composite score to the 0—100 range.

The resulting value is used for risk classification.

3.4 Risk Classification

The normalized EISRA score is classified into four security-risk levels.

Table 4. EISRA Risk Classification Levels

Risk Score | Risk Level | Interpretation

0-24.99 Low Limited security risk

25-49.99 Moderate Requires monitoring

50-74.99 High Security intervention recommended
75-100 Critical Immediate security attention required

The risk-level boundaries were defined as equal-width intervals on the normalized 0—100 EISRA scale to provide a
transparent and reproducible four-level interpretation. These thresholds are intended as decision-support boundaries rather
than universally established clinical or cybersecurity standards.
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4. SIMULATION METHODOLOGY
This section describes the simulation environment, configuration, QoS parameters, and execution procedure used to
evaluate the proposedEdge-centric [oMT Security Risk Assessment (EISRA) framework. The simulation is designed to
represent heterogeneous [oMT devices communicating through an edge gateway and distributed edge nodes before
reaching the healthcare cloud. The same simulation conditions are used across different device populations and attack
intensities to enable consistent performance and comparative analysis.
4.1 Simulation Environment
A standalone simulation environment is developed to model an edge-enabled IoMT healthcare network. The environment
consists of heterogeneous [oMT devices, an edge gateway, multiple edge nodes, and a healthcare cloud. The IoMT devices
generate medical monitoring data and transmit the generated traffic to the edge gateway. The gateway forwards the traffic
to the available edge nodes for processing. Processed information is subsequently transmitted to the healthcare cloud.
The simulated IoMT devices include ECG sensors, blood-pressure sensors, glucose sensors, SpO sensors, and wearable
devices. Each device is assigned characteristics such as device type, data-generation behaviour, criticality, vulnerability,
and communication activity. The edge nodes provide computational resources for processing IoMT traffic and are
monitored for CPU utilization, memory utilization, energy consumption, and network activity.
The simulation also introduces malicious traffic corresponding to DDoS, MitM, replay, data injection, and device
impersonation attacks. For each simulation scenario, the EISRA model calculates the security-risk score using attack
likelihood, impact, device criticality, vulnerability, and edge exposure. The resulting security risk is analysed together
with QoS parameters.
The overall simulated communication path is:
IoMT Devices—Edge Gateway—Edge Nodes—Healthcare Cloud
The simulation is implemented as a standalone prototype simulation, where the device, attack, risk, edge-load, and QoS
models are executed computationally. It is therefore intended to demonstrate and evaluate the proposed methodology
rather than represent measurements obtained from physical medical devices.
4.2 Simulation Configuration
To evaluate scalability, the number of IoMT devices is varied from 10 to 200. The number of edge nodes is increased
according to the device population. Four attack-intensity levels are considered: low, moderate, high, and very high. Each
experimental scenario is repeated 30 times, and the mean value is used for the final analysis.

Natwork
Overhoad

Table 5. Simulation Configuration

Parameter Values

IoMT device types ECG, BP, Glucose, SpO., Wearable

Number of IoMT devices 10, 25, 50, 100, 150, 200

Number of edge nodes 1,2,4,5,8

Edge gateway 1

Healthcare cloud 1

Attack types DDoS, MitM, Replay, Injection, Impersonation
Attack intensity Low, Moderate, High, Very High

Simulation runs/scenario 30

Risk factors Likelihood, Impact, Criticality, Vulnerability, Edge Exposure
Risk range 0-100

Risk levels Low, Moderate, High, Critical

The different device populations enable the scalability of the proposed framework to be investigated. For example, the
10-device scenario represents a relatively small IoMT deployment, whereas the 200-device scenario represents a
substantially larger edge-enabled IoMT environment. The attack-intensity levels are used to investigate whether increasing
malicious activity produces corresponding changes in the calculated risk and system performance.
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4.3 QoS Parameters
Security assessment alone does not provide a complete evaluation of an edge-enabled IoMT system. Therefore, the
proposed simulation measures both security andQuality of Service (QoS).

Table 6. QoS Evaluation Parameters

Parameter Unit | Objective
Latency ms |
Throughput Mbps | 1
Packet Delivery Ratio (PDR) | % T
CPU Utilization % )
Memory Utilization % |
Energy Consumption J )
Network Overhead % )

Latency
Latency represents the time required for medical data to travel through the simulated loMT-edge environment.
Latency=Tarrival-Tgeneration
Lower latency is desirable for time-sensitive healthcare applications.
Throughput
Throughput represents the amount of successfully transmitted data during the simulation period.

Success fully Delivered Data

Simulation Time

Throughput —

Higher throughput indicates better data-transfer performance.
Packet Delivery Ratio
PDR represents the proportion of transmitted packets that are successfully received.

Packe L Received
Packets Sent
A higher PDR indicates more reliable communication.

CPU Utilization
CPU utilization represents the processing workload imposed on the edge nodes.

CPU Utilizati CPU Used 100
S tlization — - : pd
’ CPU Auvailable
Lower utilization is desirable when comparing otherwise equivalent scenarios.
Memory Utilization
Memory utilization represents the proportion of available edge memory consumed during simulation.

PDR = x 100

Memory Used
Memory Utilization — EEAE %t » 100
Memory Available

Energy Consumption

Energy consumption represents the simulated energy required by IoMT and edge resources during processing and
communication.Lower energy consumption indicates better resource efficiency.

Network Overhead

Network overhead represents the additional communication generated by control, security, retransmission, and attack-
related traffic relative to useful data transmission.Lower network overhead is desirable.

4.4 Simulation Procedure

The simulation follows a sequence of initialization, traffic generation, security-risk assessment, edge-resource evaluation,
and QoS measurement.

Step 1: Initialize IoMT Devices

The selected number of [oMT devices is created and distributed among the available edge nodes. Each device is assigned
its device type and corresponding characteristics.

Step 2: Generate Medical Traffic

Normal medical traffic is generated from ECG, BP, glucose, SpO:, and wearable devices according to their configured
traffic behaviour.

Step 3: Generate Attack Traffic

The selected attack scenario and attack intensity are introduced into the simulation. Malicious traffic is generated
according to the corresponding attack model.

Step 4: Calculate Security Risk

For each scenario, the EISRA model evaluates:

L. I,C,V,E

and calculates:

ERAS=aL+BI+yC+3V+eE
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The resulting score is converted into the corresponding Low, Moderate, High, or Critical risk category.

Step 5: Calculate Edge Load

The workload generated at each edge node is calculated based on the number of connected devices, normal traffic,
malicious traffic, and processing requirements.

Step 6: Calculate QoS

The simulation calculates several key performance metrics to evaluate the effectiveness of the proposed framework,
including latency, throughput, Packet Delivery Ratio (PDR), CPU utilization, memory utilization, energy consumption,
and network overhead. These metrics provide a comprehensive assessment of network performance, resource utilization,
communication efficiency, and energy requirements within the [oMT environment.

Step 7: Repeat the Simulation

Each configuration is executed for 30 independent runs to reduce the effect of random variation.

Step 8: Calculate Average Results

The mean value of each security and QoS parameter is calculated:

l 4
Mean(X) = = ZX}
=1

where N=30.

Step 9: Comparative Analysis

The averaged results are compared across different [oMT device populations, different attack intensities, and different
attack types. In addition, the performance of the proposed framework is compared with representative existing approaches
wherever comparable implementations or published measurement results are available. This comparison helps evaluate
the effectiveness and performance of the proposed framework under different IoMT and security conditions.

1. Initialize &= 2 Configure
) loMT Devices Edge Nodes Niediat Trai
5. dent Qﬂ 6. Calculate
{ & r\lh&l'nﬂk | ®\ Atti .cu ndition ‘ T3 ESRAREK
I —_

2

7. Classify 8. Calculat A 9 Cluaie
||I Risk Level ¥ —@ Rdge Losd oAl os

I

P
N 10 Repeat
L

— 11. Average 12. Statistical /
. Ly
30 Runs ‘ ol Resuts | L.ﬁ_{l Trend Analysis

Figure 4 Overall EISRA Simulation Workflow

5. RESULTS AND DISCUSSION

This section presents the performance evaluation of the proposed Edge-centric [oMT Security Risk Assessment (EISRA)
framework under different IToMT network sizes. The evaluation considers both security risk and network/system
performance in the simulated edge-enabled [oMT environment. The number of [oMT devices is varied across 10, 25, 50,
100, 150, and 200 devices, while the corresponding number of edge nodes is increased from 1 to 8 to accommodate the
growing device population. The evaluated performance parameters include EISRA risk score, latency, throughput, packet
delivery ratio (PDR), CPU utilization, and energy consumption. Each configuration is executed for 30 simulation runs,
and the average values are used for analysis.

5.1 Security Risk and Performance Analysis

The experiment evaluates the effect of increasing the [oMT device population on the security risk and overall performance
of the proposed edge-enabled [oMT environment. The [oMT device population is increased from 10 to 200 devices, with
the number of edge nodes adjusted from 1 to 8. The evaluation considers the EISRA risk score, latency, throughput, PDR,
CPU utilization, and energy consumption to provide a consolidated assessment of security and system performance.

Table 7. Security Risk and Performance Metrics with Increasing IoMT Device Population

IoMT Devices | Edge Nodes | Risk | Latency (ms) | Throughput (Mbps) | PDR (%) | CPU (%) | Energy (J)
10 1 61.54 | 41.31 32.89 90.31 44.25 38.01

25 1 62.19 | 50.79 30.57 88.94 71.62 47.57

50 2 63.50 | 53.48 29.39 88.44 71.79 58.08

100 4 66.03 | 58.63 27.19 87.64 71.78 79.16

150 5 68.58 | 66.25 24.34 86.31 80.83 101.24
200 8 70.95 | 68.57 22.65 85.82 71.84 121.19
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Figure 5. Performance Metrics versus Number of [oMT Devices under High Attack Intensity

The results presented in Table 4 and Figure 4 show the effect of increasing the [oMT device population on the security
and performance characteristics of the proposed edge-enabled IoMT environment. As the number of IoMT devices
increases from 10 to 200, the EISRA risk score increases from 61.54 to 70.95, while latency increases from 41.31 ms to
68.57 ms. In contrast, throughput decreases from 32.89 Mbps to 22.65 Mbps and PDR decreases from 90.31% to 85.82%.
Security Risk

The EISRA risk score increases progressively with the number of IoMT devices. The risk score increases from 61.54
for 10 devices to 70.95 for 200 devices. This represents an increase of approximately 15.3% across the evaluated network
sizes. The increasing risk score indicates that a larger [oMT environment introduces greater overall security exposure. As
the number of connected endpoints increases, the number of potential entry points and interactions within the edge
environment also increases. Although additional edge nodes are introduced to support the growing device population, the
increase in oM T endpoints continues to contribute to the overall security exposure.The EISRA score incorporates factors
such as attack likelihood, attack impact, device criticality, and vulnerability. Therefore, the observed increase represents
the combined effect of these security-related factors rather than device count alone.Based on the risk thresholds defined
in Section 3, the obtained scores fall within the High-risk categoryfor all evaluated configurations. Thus, the proposed
framework is able to distinguish the gradual increase in security risk as the [oMT environment scales while maintaining
an interpretable risk classification.
Latency
The latency increases with the growth of the IoMT device population. At 10 devices, the measured latency is 41.31 ms,
whereas it increases to 68.57 msat 200 devices.The increase in latency can be attributed to the additional communication
and processing demands introduced by the larger number of IoMT devices. As more devices generate and transmit data
through the edge environment, the processing and communication workload increases. The additional edge nodes help
accommodate the growing device population, but the overall latency still increases as the network becomes larger.The
approximately 66.0% increase in latency from 10 to 200 devices indicates that network scalability has a measurable effect
on communication responsiveness.
Throughput

The throughput exhibits a decreasing trend as the number of [oMT devices increases. The throughput decreases from
32.89 Mbps at 10 devices to 22.65 Mbps at 200 devices.This reduction indicates that the available network and edge-
processing capacity is increasingly shared among a larger number of IoMT devices. Consequently, the effective data
delivery rate decreases as the device population grows. The result highlights the importance of efficient edge resource
management when supporting large-scale [oMT deployments.Overall, the throughput decreases by approximately 31.1%
between the smallest and largest configurations.
Packet Delivery Ratio

The PDR also decreases gradually as the IoMT network size increases. The PDR decreases from 90.31% for 10 devices
to 85.82% for 200 devices.The reduction indicates that larger network configurations experience comparatively lower
successful packet delivery. The increased communication activity and network workload associated with additional [oMT
devices can contribute to packet delivery degradation.Although the PDR decreases by approximately 4.9 percentage
points, the value remains above 85% for all evaluated configurations. This indicates that the edge-enabled environment
continues to provide a relatively high level of packet delivery even as the network scales.
CPU Utilization

CPU utilization shows variations across the evaluated configurations. The CPU utilization increases from 44.25% at 10
devices to 71.62% at 25 devices, followed by values of 71.79%, 71.78%, 80.83%, and 71.84% for 50, 100, 150, and 200
devices, respectively. The increase in CPU utilization from the smallest configuration indicates the additional
computational demand created by increasing IoMT traffic and processing requirements. The results also show that CPU
utilization does not increase monotonically across every configuration. This behaviour can be attributed to the
corresponding changes in edge-node allocation as the device population increases.The relatively stable CPU utilization
around the 71-72% range for several configurations suggests that the additional edge nodes provide computational support
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as the IoMT population increases. The higher value observed at 150 devices indicates a comparatively greater processing
demand for that configuration.
Energy Consumption

Energy consumption demonstrates a clear increasing trend with increasing IoMT device population. The energy
consumption increases from 38.01 J for 10 devices to 121.19 J for 200 devices. This increase is associated with the larger
number of devices and the corresponding increase in communication, data-processing, and edge-network activities. As
the IToMT environment becomes larger, more computational and communication operations are required, resulting in
greater overall energy consumption. The energy consumption increases by approximately 219.0% between 10 and 200
devices. This result highlights the importance of considering energy efficiency when deploying the proposed framework
in large-scale oM T environments. The consolidated results demonstrate that network scale has a direct influence on both
security risk and system performance. As the number of IoMT devices increases from 10 to 200, the EISRA risk score
and latency increase, while throughput and PDR decrease. Energy consumption also increases substantially with network
size. CPU utilization remains comparatively stable for several configurations despite the increase in device population,
indicating the contribution of additional edge nodes in distributing the computational workload.

The simultaneous increase in risk and latency, together with the reduction in throughput and PDR, demonstrates the
increasing complexity of managing large-scale IoMT environments. The results therefore show that security assessment
should not be considered independently from communication and resource-performance characteristics. Overall, the
experiment demonstrates that the proposed EISRA framework provides a consolidated assessment of security risk and
edge-enabled IoMT performance as the network scales from 10 to 200 devices. The results establish the baseline
performance of the proposed framework and provide a basis for the subsequent comparison with existing methods and
further analysis of attack conditions. The proposed EISRA framework is compared with existing IoMT security
approaches based on the security and performance characteristics addressed by each method. Existing approaches
generally focus on individual aspects such as risk assessment, intrusion detection, trust management, or QoS, whereas
EISRA integrates security-risk assessment with edge exposure, device characteristics, QoS, resource utilization, and
scalability within a common simulation framework.

6. CONCLUSION AND FUTURE WORK
6.1 CONCLUSION

This paper proposed an Edge-centric [oMT Security Risk Assessment (EISRA) framework for evaluating security risks
in an edge-enabled Internet of Medical Things environment. The proposed framework models heterogeneous IoMT
devices, including ECG, blood-pressure, glucose, SpO, and wearable devices, communicating through an edge gateway
and distributed edge nodes. A composite risk model was developed by considering attack likelihood, attack impact, device
criticality, vulnerability, and edge exposure.

The proposed framework evaluates multiple security threats, including DDoS, Man-in-the-Middle, replay, data injection,
and device impersonation attacks, under different attack-intensity levels. In addition to security-risk assessment, the
simulation evaluates important QoS and resource parameters, including latency, throughput, packet delivery ratio, CPU
utilization, memory utilization, energy consumption, and network overhead. The scalability of the framework is
investigated by varying the number of IoMT devices from 10 to 200 and evaluating the corresponding edge-resource
behaviour. A comparative analysis with representative existing approaches is also performed to assess the coverage and
performance of the proposed framework. Overall, EISRA provides a common simulation-based approach for jointly
analysing IoMT security risk, edge-resource behaviour, QoS, attack conditions, and scalability, thereby addressing the
limitations of evaluating these aspects independently.

6.2 Future Work

The proposed framework provides a foundation for extending [oMT security assessment toward decentralized and trust-
aware security management. As the next stage of this research, blockchain-based trust management will be incorporated
into the edge layer to provide decentralized security records, tamper-resistant trust information, and improved
management of interactions among IoMT devices and edge nodes. The extended framework will investigate the security
benefits of blockchain while also analysing its additional latency, computational overhead, communication overhead,
storage requirements, and energy consumption. This will enable a systematic comparison between the EISRA baseline
and the proposed blockchain-enhanced security framework.
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