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ABSTRACT

Artificial Intelligence is increasingly a key enabler of decision-making, with fast, adaptive, data-driven approaches to
smart digital ecosystems in healthcare, smart cities, Industry 5.0, energy systems, IoT networks, and cyber-physical
infrastructures. The increased and potential deployment of opaque Al models in distributed settings, however, comes with
concerns about trust, security, accountability, privacy, and operational resilience. This review examines the convergence
of explainable artificial intelligence and edge computing as a foundation for secure decision-making in smart digital
ecosystems. It synthesizes the conceptual foundations of smart ecosystems, edge intelligence, trustworthy Al, and
cybersecurity, followed by an analysis of major XAl techniques, including intrinsic models, SHAP, LIME, counterfactual
explanations, attention-based methods, and knowledge graph-supported approaches. The review further discusses edge
computing frameworks based on IoT-Edge—Cloud integration, federated learning, privacy-preserving computation,
blockchain-enabled trust, and security-aware decision mechanisms. Real-world implementations are examined across
critical application domains to show how explainable edge intelligence can improve transparency, responsiveness, and
human confidence. The analysis identifies persistent challenges related to resource-efficient explainability, adversarial
robustness, privacy preservation, model validation, governance, and context-aware deployment. In conclusion, this review
underscores the importance of developing common standards and guidelines that incorporate explainability, security, edge
intelligence, and human-centric governance to support clear and secure decision-making in the smart digital ecosystems
of the future.

KEYWORDS: Explainable Artificial Intelligence, Edge Computing, Secure Decision-Making, Smart Digital
Ecosystems, Trustworthy Al

1. INTRODUCTION

Smart digital ecosystems have proven to be environments of smart technologies, digital platforms, cyber-physical systems,
and data services, where the technologies, platforms, systems, and services are all interconnected so that a seamless
interaction between the users, devices, and organizations is achieved. These systems continue to be digitized, changing
the traditional way of doing business: adaptive, collaborative and autonomous capabilities are developed in various fields,
from healthcare to transportation, manufacturing to urban infrastructure [1]. The transformation is further reflected in the
emergence of smart cities in which the combination of connected intelligence, platform-based services and network effects
enables large-scale decision-making processes and the optimization of services [2]. The complexity and scale of a digital
ecosystem are growing, and intelligent decision-making is a vital need for success in terms of efficiency, responsiveness,
and sustainability.

With large, complex, and varied datasets, artificial intelligence (Al) has emerged as a critical tool for decision support in
today's digital ecosystems by providing the ability to analyze, model, and understand the data and offer actionable insights
for complex operations. Data-centric reasoning and predictive analytics have been found to have significant potential in
enhancing strategic planning, resource allocation, risk evaluation, and organizational performance, thanks to Al-driven
decision support systems [3]. In the era of Al technologies, decision-making paradigms have increasingly become
complex, such as the use of expert systems, recommender systems, and explainable Al (XAI) with the aim of improving
the accuracy and transparency of automated decisions [4]. However, the challenges that arise due to such progressions
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involve the issues of interpretability, accountability, and trust in the use of the Al model, especially when it comes to
decision-making for essential societal and industrial tasks.

The enormous quantity of data that is being generated through the widespread usage of the Internet of Things (IoT) and
real-time applications has made it so that there is more data than ever before, which limits. To solve this problem, edge
computing has evolved as a viable solution, which moves the computational intelligence closer to the data sources, thus
decreasing latency, bandwidth consumption and response time. The concept has been extended with Edge Intelligence,
by taking advantage of Al at the edge to enable localized analytics and decision making at the edge [5]. Cloud Analytics
frameworks based on Artificial Intelligence capabilities are still providing the required computational power to enterprise
decision systems without compromising the responsiveness at the edge [6] and are creating a hybrid intelligence ecosystem
that combines cloud resources with edge intelligence. This type of integration is gaining significance to enable time-
critical applications to make quick decisions and make effective use of resources.

There is still a long way to go in terms of trust and security in smart digital ecosystems, as the trust of distributed
generation, processing and communication of data is still a major challenge. There are multiple stakeholders and multiple
components (both devices and software) that create complicated relationships of trust that directly impact the reliability
of the system and the user trust [7]. Meanwhile, there are emerging cyber threats to digital infrastructure, IoT networks
and Al-powered systems, leading to a heightened awareness of the need for data privacy, system integrity, and operational
resilience [8]. All the more significant are these challenges when decisions are made by autonomous Al systems without
clear explanations of how they make the decisions.

Previous studies have investigated the application of the Al systems as decision makers, but Explainable Al, Edge
Intelligence and Cybersecurity are still relatively separate fields and limited research has been conducted on integrating
them in the context of a smart digital ecosystem. The current literature, nevertheless, does not offer an overview that
provides a comprehensive outlook on the opportunities and potentials of using the tandem of explainable Al and edge
computing architectures from the standpoint of security, transparency, and trustworthy decisions in the context of
distributed digital network environments. This review is undertaken to fill this gap through providing a critical summary
of the current state-of-the-art in the area of explainable Al and edge computing for secure decision-making of smart digital
ecosystems. The goal of this research is to conduct a survey of existing architectures as well as to gain insight into
explainability approaches, security methods, applications, and new research directions in the area of trusted and resilient
ecosystems.

2. REVIEW METHODOLOGY

The thorough review was conducted to identify and summarize literature sources about explainable Al and secure
decision-making in intelligent digital ecosystems within the framework of edge computing. Articles chosen were assessed
according to their relevance to key topics of the paper including smart ecosystems, edge computing, XAl approaches,
federated learning, cybersecurity measures, trustworthy Al and their practical applications. The literature was grouped by
topics related to conceptual and technological, security, application and future studies aspects. Publications where either
theoretical insight, methodology, architecture or practical application could be regarded as top priorities. The similarities,
problems and unresolved issues of reviewed articles were compared critically. Such an approach helped to provide a
general yet in-depth perspective on the role of explainable edge intelligence in protecting digital trust and security.

3. Foundations of Explainable AI, Edge Computing, and Secure Smart Digital Ecosystems

Technological innovations in intelligent systems are progressing fast and giving rise to the creation of smart digital
ecosystems, which involve the coming together of inter-connected devices, computing infrastructure, data platforms, and
autonomous services in one single operating system. These systems provide smooth interaction between the physical
world and the digital world, thereby allowing efficient decision-making, effective service delivery in various domains,
and increased efficiency. The major elements of these ecosystems are smart systems, which help form a network of inter-
connected systems capable of sensing, processing, and responding to their dynamic environments. They are capable of
transformation, but these ecosystems encounter challenges in terms of interoperability, scalability, governance, and
sustainability. Digital twin technologies, which simulate physical systems and processes, have been a key addition to the
smart digital ecosystems. Digital twins provide a means of bringing together, in a single analytical environment, a variety
of data streams, including real-time data, which can be monitored, simulated, predicted, optimized and then optimized
again. Digital representations of earth systems are excellent examples of how new architectures, centered around
ecosystems, can enable complex data integration and intelligent decision support on distributed architectures [10]. As
digital twins become more widely used, it becomes even more crucial to have computational frameworks that can handle
the volume of data generated and the need for real-time analytics.

Edge computing has become a key architectural trend to meet the increasing needs for computing in today's smart
ecosystems. Many time-sensitive applications are unable to meet the latency, bandwidth and responsiveness requirements
of traditional cloud-centric solutions. Thus, the [oT-Edge—Cloud continuum has become a distributed computing model
that is gaining much attention for its ability to support seamless orchestration of resources across a multitude of
computational layers. Within this continuum, advanced frameworks that facilitate integration, software orchestration and
service management create the basis for efficient deployment of intelligent applications and enable flexibility and
scalability across heterogeneous environments [11]. With the increase in the number and speed of devices that are
connected, it is becoming increasingly important for this transition to take place. It becomes vital for the IoT edge devices
that are resource-constrained to process information smartly and effectively in terms of their processing, memory and
energy capacity. Therefore, context-aware intelligence becomes a necessity in the edge environment as they can react to
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their context and user requirements. This distributed intelligence enables fast decision-making in real time, while
minimizing the reliance on centralized systems, enhancing system responsiveness and operational resilience [12].
Incorporating Al features in the edge environment has therefore led to the rise of edge intelligence, where the intelligent
systems perform the computational decision-making at the edge, closer to the data source and end-user.

Since Al systems are increasingly taking part in various decision-making processes, transparency and interpretability are
a major research priority. Explainable Al aims to make Al-driven decision-making understandable for the human
stakeholders by giving them meaning-inspiring explanations of the behavior of the model, its predictions, and the
reasoning processes. Research on XAl today includes many different methods designed to make an Al more transparent
without significantly reducing its predictive accuracy [13]. The concepts behind explainability have been decades in the
making, with the objective to gain insight into machine reasoning starting from the rule-based systems and moving forward
to the modern methods of explainable and post-hoc machine learning explanation techniques for complex machine
learning models [14]. In cases where trust, accountability, and compliance are required, explainability becomes ever more
important. With the rising amount of personal information being shared in the smart digital ecosystem, there is now a
huge requirement for maintaining user privacy and data governance & compliance. In privacy-first, the emphasis is on
how security protocols have been used to ensure that user information is protected while also complying with all
regulations and smooth functioning [15]. Today, Trustworthy Al is a holistic concept that not only addresses data
protection but also transparency, fairness, robustness, accountability and reliability of the Al lifecycle. This is an important
point to bring out from a computational point of view of trustworthy Al [16].

Explainability of Al, edge computing, and cybersecurity are some of the key issues in next-generation smart digital
ecosystem. Security interactions between the edges of devices and cloud-to-cloud, as well as cloud-to-device interactions,
become critical in ensuring continuity of operations and infrastructure resilience. The deployment of 5G technology and
other advanced communications technologies, including edge computing and cloud security, become one of the key
methods of enhancing the resilience of critical digital infrastructure against constantly evolving cyber threats [17]. All
these key technologies can be combined together in order to ensure safe, secure and transparent decision-making in smart
digital ecosystems. To get a better understanding of the conceptual basis of this review, Table 1 presents a summary of
the key technological layers that link explicable Al, edge computing, security and smart digital ecosystems.

Table 1. Foundational Components of Secure Explainable Edge Intelligence

Component Core Role Key Technologies Main Benefit Key
Challenge
Smart Digital Connect physical, digital, IoT, CPS, digital twins, Integrated and Interoperabilit
Ecosystems and organizational entities | smart platforms adaptive decision- y and
making governance
Edge Computing | Processes data close to the | Edge nodes, fog layers, Low latency and Limited
source gateways reduced bandwidth use | computation
and energy
Explainable Al Makes Al decisions Interpretable models, Transparency and Explanation
understandable SHAP, LIME, accountability fidelity and
counterfactuals usability
Secure Al Protects data, models, and | Encryption, authentication, | Resilience against Adversarial
decisions anomaly detection cyber threats and privacy
risks
Trustworthy Aligns Al with human and | Governance, auditing, Reliable and Validation
Intelligence regulatory expectations fairness, robustness responsible across
automation dynamic
contexts

4. Explainable AI Techniques for Edge-Based Decision-Making

The transparency, accountability and operational trustworthiness of the edge-based decision-making process are crucial
to XAI techniques. Edge Al systems are frequently used to generate decisions near the data sources, which could be IoT
sensors, mobile devices, embedded controllers or industrial gateways. This localized intelligence enhances the
responsiveness, and also implies the need for explanation, which can be achieved within the bounds of latency, energy,
memory and capacity. Explainability and interpretability in edge Al cannot only be addressed at the model level, but must
be also thought of as system-level requirement, depending on deployment context and resources, as well as user
requirements and decision criticality [18]. One key difference between the XAl approaches is whether the explanations
are generated during the model's execution (intrinsic) or after the fact (post-hoc). Intrinsic approaches strive for simpler
models that have more direct explanations of their logic, e.g., decision trees or rule based models, linear models, symbolic
reasoning systems and transparent feature based classifiers. These techniques may provide quick explanations with limited
resources, and are suitable for giving explanations to others, especially in edge scenarios. Post-hoc methods make
explanations after training the model, on the contrary and are often used for complex black-box models. In the context of
smart manufacturing, both intrinsic and post-hoc XAI techniques have been applied to facilitate fingerprint identification
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in operational scenarios and to predict responses, highlighting the role that explainability can play in technical diagnosis
and human decision making in operational scenarios [19]. The principles of XAI highlight that accurate predictions are
not sufficient for Al systems to be trusted in their decision-making process. Interpretability is aimed at understanding the
model behavior, and explainability is aimed at conveying the model behavior in a meaningful form to the stakeholder.
This distinction is worthwhile for making decisions at the edge as explanations could be used by engineers, operators,
clinicians, security analysts or automated supervisory systems. A transparent decision-making framework should thus
match the type of explanation with the knowledge and experience level of the user, risk and the urgency of the decision
[20].

The model-agnostic explanation methods are important in the context of many edge applications where heterogencous Al
models are used. SHAP, LIME, and counterfactual analysis are methods that can be used by decision-makers to explore
the significance of particular features and the local behavior of the model, as well as what could alter the results of a
model. These techniques can help provide explanations to actionable insights in maintenance decision-making, such as
highlighting the influential variables for equipment risk, failure prediction or prioritization for maintenance intervention
[21]. These techniques are useful in a smart digital ecosystem to link algorithmic output to operational action. The
explainable challenges with deep learning models also arise in the edge environment because of the complex internal
representation of the models. Commonly used popular CNN models are convolutional neural networks, recurrent neural
networks, long short-term memory networks and gated recurrent units for image, sequence, temporal and sensor-based
data analysis. Their representational power, however, can simultaneously restrict direct interpretability and thus require
explanation mechanisms when they are put into use in safety-critical or real-time applications on the edge side [22]. The
challenge here is to maintain prediction accuracy while providing explanations that are computation-feasible at the edge.
Explainability becomes even more complex when implementing federated and distributed learning, when the models are
trained on several devices without having to be stored on a central server, where the raw data would also be stored. There
is an avenue of research using human-in-the-loop (HIL) with domain-knowledge graphs that is well on the road to
explainable federated deep learning, where domain knowledge is incorporated into distributed model learning and
interpretation [23]. This is particularly crucial for the smart digital ecosystems with respect to privacy, decentralization,
and domain-specific reasoning working collaboratively. One of the challenges that has arisen in all XAl techniques is the
performance—interpretability tradeoff. A highly interpretable model might be able to provide good explanations, but with
poorer predictive ability, whereas a more complex model might be able to be more accurate, but less interpretable.
Comparative experiments of machine learning models indicate that careful selection of the model is important, as it must
be reliable, interpretable, computationally inexpensive and carry the minimum risk of application [24]. Thus, incorporating
explainability into edge-based decision-making frameworks needs to be an integrated part of the design, deployment and
decision governance process, rather than an afterthought. Table 2 shows a comparison of the major explainable Al
techniques for decision-making at the edge, and associate each technique with its role in explaining the decision, its
suitability and its limitations in practice.

Table 2. Comparison of XAl Techniques for Edge-Based Decision-Making

XAI Technique Explanation Type | Edge Decision-Making Value | Limitation
Suitability
Decision Trees and Rule- | Intrinsic High Clear logic for fast local | Lower accuracy for
Based Models decisions complex data
LIME Post-hoc, local Moderate Explains individual Sensitive to
predictions perturbation settings
SHAP Post-hoc, Moderate Quantifies feature Computationally
local/global contribution expensive
Counterfactual Post-hoc, Moderate Shows how decisions Requires realistic
Explanations actionable could change alternatives
Attention-Based Model-specific Moderate Highlights influential May not always
Explanations inputs reflect true reasoning
Knowledge Graph-Based | Hybrid/contextual Emerging Adds domain knowledge | Requires expert-
XAI to explanations curated knowledge

5. Edge Computing Frameworks for Secure and Explainable Intelligence

Edge computing frameworks are the architecture that enables the deployment of secure and explainable intelligence in
distributed smart digital ecosystems that are distributed. The IoT ecosystem is characterized by smart decision-making
that is spread across a variety of layers, from end devices to edge gateways, fog nodes to cloud platforms and everywhere
in between. Explainable Al for IoT emphasizes the importance of embedding transparency mechanisms within such
distributed systems, enabling humans and other systems to interpret, validate and trust the decisions made by Al systems
[25]. Edge based intelligence is often real time and transparency is a critical element as there will be minimal
accountability and confidence in key applications.

Distributed machine learning has proven to be a key component to the realization of intelligent decentralized
infrastructures. Distributed learning entails the distribution of computing and/or model training process rather than data
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collection in a centralized manner. Based on the concept of distributed learning, Federated learning facilitates the
development of the model in a decentralized manner from one device to the other without transferring raw data between
the devices, thereby promoting the privacy and efficiency of communication [26]. It is very relevant in the context of
intelligent digital ecosystems since it provides data-driven applications without interfering with the autonomy of edge
devices. Distributed intelligence adds complexity in the wireless and communication-constrained environment. The
problems of limited bandwidth, device diversity, unreliable connectivity, latency, and limited energy are some of the
issues that distributed learning in wireless networks needs to overcome. This will directly impact the ability to deploy EI
at the edge, as the generation of explanations and transferring the model to the edge will require extra resources in terms
of computation and communication. It is important, therefore, to design secure and explainable edge frameworks with
consideration of constraints at the network level and performance of the AI [27].

For privacy-preserving Al, a new architectural approach that combines cloud, edge, and end devices is emerging as a
viable option: federated cloud—edge—end collaboration. The lightweight, safe federated learning architectures allow
computational tasks to be distributed amongst cloud servers, edge nodes and end devices, while retaining privacy and
scalability. These architectures are especially well-suited for environments where computational resources are limited,
and updates, aggregation and inference of the model can be distributed across various layers of computation depending
on the security and resource restrictions [28]. The multi-layered partnership enhances the ability to implement reliable Al
in distributed systems. Preserving data security and privacy are always important issues with edge-IoT federated learning.
Data leakage, poisoning attack, inference attack, unauthorized access and compromised devices are all potential dangers
in the edge environment. While federated learning can minimize the direct contact of raw data, it is not free from security
risks produced by model updates, gradients and aggregations [29]. Edge intelligence frameworks need to be robust, secure,
and include encryption, authentication, anomaly detection, privacy-preserving aggregation and strong model validation
mechanisms.

Blockchain technologies can be used to further improve the process of making secure and explainable decisions by
fostering decentralized trust, auditability and tamper-resistance of the record of Al-driven processes. With explainable Al,
blockchain can be used to keep a record of decision trails, the validation of model results, and enhance the accountability
of actions taken by distributed actors in the detection of cyber threats, fostering transparency. With explainable Al,
blockchain can be used to keep a record of decision trails, validate Al model outputs, and ensure accountability of actions
taken by distributed actors in detecting cyber threats, providing transparency [30]. The integration is a boon in
environments where several stakeholders are in interaction without any trusted authority. It's also vital to have a
comparative overview of the differences between Al, machine learning and deep learning to help determine the appropriate
edge intelligence framework. The complexity, interpretability, computational cost and applicability of these model
families vary [31]. Therefore, the choice of models along with the deployment architecture, privacy mechanism and
explanation approach should be consistent with the operation needs of smart digital ecosystems and securely explained.
The architecture of secure and explainable edge intelligence is depicted in Figure 1, where the various components of the
IoT, the edge computing resources, the techniques for explainable Al, federated learning, cloud services and the security
mechanisms work together to enable secure and trustworthy decision-making in smart digital ecosystems.
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Figure 1. Architecture of Secure and Explainable Edge Intelligence in Smart Digital Ecosystems
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6. Security-Aware Explainable Decision-Making Mechanisms

To keep intelligent systems in smart digital ecosystems trustworthy, resilient and accountable, security-aware explainable
decision-making mechanisms are essential. The attack surface of IoT devices skyrockets as digital ecosystems grow and
spread over interconnected platforms, IoT devices, cloud infrastructures, edge nodes and autonomous services. These
settings are hard to secure due to the presence of multiple threats stemming from technical vulnerabilities, lack of good
governance, data disintegration, and interdependencies between multiple parties [32]. So not only should decision-making
frameworks identify and react to threats, but they should also provide transparency of why certain security actions are
being taken. One of the serious concerns of using machine learning in cybersecurity systems is adversarial machine
learning. Attackers might be able to alter the input data, poison training sets, exploit model vulnerabilities or create
adversarial examples that will trick the detection system. Such threats are especially hazardous in edge-based
environments where some devices in the network might exist with restricted resources and centralized supervision. The
successful deployment of effective defense mechanisms should involve a strong model design, adversarial training,
anomaly detection, and continuous monitoring, as well as the ethical issues involved in automated cyber decisions [33].
Explainable Al (XAI) is a key component in enhancing the trust of autonomous cyber decision infrastructures. Security
analysts and system operators need to understand why an automated alert was generated, why the risk score is so high,
why access control is set, what the recommended response is, and more. Technically correct answers may also be given
by autonomous cyber systems without an explanation, which will be hard to validate, challenge, and act upon. XAl can
help with this by providing transparency and security operations, enhancing human oversight and accountability, and
building institutional trust in human-robot interactions [34]. Explainable intrusion detection is emerging as one of the key
application fields of security-aware XAl. IoT ecosystems produce massive amounts of diverse types of traffic data, and
traditional intrusion detection systems are becoming more challenging. XAl-based IDSs are able to explain the features,
traffic or context that led to a detection result and to detect malicious behavior. This enhances the interpretability of
analysts, ambiguity of false alarms is reduced, and it will enable more effective cyber defense decisions in distributed IoT
settings [35].

Trustworthiness of distributed Al systems should consider aspects such as robustness, privacy, and governance. Potential
problems of drift and malicious behavior, privacy leakage, biases, and unreliable aggregation could arise due to the fact
that the distributed edge environment includes training, retraining, and deployment of AI models across different nodes.
Security in learning protocols, privacy-preserving computation, strong validation, and transparent auditing and
governance institutions that create accountability throughout the Al lifecycle are needed to ensure the trustworthiness of
the Al mechanisms [36]. Additional regulation and governance also impact the deployment of explainable and secure Al
systems. The risk of the various application scenarios is different, and Al governance frameworks need to assess systems
based on their operational circumstances, possible risks, and accountability needs, as well as on compliance. In this
governance process, security-aware explainability can serve as a tool that provides traceable evidence of the action of the
model(s) and the rationale behind the decisions they make, as well as the risk management practices used in the model(s)
[37]. Explainable decision-making mechanisms that are security-enabled should be integrated in various stages of smart
digital ecosystem design, deployment and monitoring. Adversarial robustness, explainable intrusion detection, privacy-
preserving distributed Al, and accountability-driven by governance principles offer a base for resilient intelligent systems.
This is particularly crucial at the edge, where decisions need to be made quickly, locally, securely and yet comprehensible
to humans involved in the decision-making process. Figure 2 shows the flow of security-aware explainable decision-
making, which involves identifying cyber threats using Al-based detection processes, interpreting the threats with
explainable Al, and converting the threat into security responses that increase trust, accountability and governance.

Cyber Threats Al-Baved Detection Eaplainable Al Security Response Trustworthy Decision-Making
o Adversaial Atnacks » Theemt Analysis o Decision Explanation o Adken Generstwe - wuntdsliy
¢ Data Pomsoning o Anomaly Detection + Farture Attribetson + Accuss Control . bty
+ Ununhorized Access » Risk Asscssment » [ransparency o Mutigatwon Actinns . STRANCE

Figure 2. Security-Aware Explainable Decision-Making Workflow

7. Application Domains and Real-World Implementations

As data-driven decisions are made in a real-world, smart digital ecosystem, Al with explanations and edge-based decisions
are becoming more relevant than ever to ensure accuracy, transparency, security, and context sensitivity of decisions. One
of the most important application areas is healthcare, where Al systems can facilitate various aspects of diagnosis,
treatment planning, risk prediction, and optimizing the clinical workflow. With the addition of explainability within the
black box Al algorithms used within health care, it has become easier for physicians to understand how to interpret the
results generated by Al, the accuracy of the Al algorithm, and the usefulness of the Al in helping them make their decision
[38]. This is because besides being technically sound, the decisions made in medicine have to be humanly accountable,
traceable, and trustworthy. For some medical specialties, it is also vital that the Al system should have the ability of
uncertainty awareness. For musculoskeletal medicine, quantification of uncertainty is critical because the predictions
made by Al can influence diagnosis, surgery, rehabilitation and risk assessment. Besides the ability to produce a
classification, or a recommendation, in this context a system should be able to communicate confidence levels, limitations
and decisions to be uncertain or unsure [39]. The need for XAl in medical imaging adds to this. Techniques used to retake
images for the shoulder joint based on deep learning can be explained by XAl and can help the user understand the reasons
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for retaking the image and making automatic decisions regarding quality control for the image [40]. As the examples
illustrate, explainability in the context of healthcare Al should be not only clinically relevant for the predictions but should
also increase the accuracy of the prediction.

Secure and explainable intelligence is another important application area: Smart Cities. The transportation, surveillance,
energy, emergency management, public services and environmental monitoring systems are important and interconnected
infrastructures in urban ecosystems. The need for a secure and reliable XAl framework for smart city applications is to
enhance transparency in automated decisions, mitigate risks such as privacy violations, cyberattacks, and dependence on
infrastructure [41]. Edge computing can be especially useful in these environments, where many decisions need to be
made near the data-generating sources (e.g. cameras, traffic sensors, public safety systems) where time-sensitive and
reliable requirements are paramount. Another change is in the industrial space towards human-centric intelligent systems.
Industry 5.0 puts humans in the center of the picture, with a focus on how collaboration between humans and machines
and intelligent digital infrastructure contributes to explainability, trust and worker-centered decision support. Human-
centric Al architectures for Industry 5.0 demonstrate the benefits of explainable and adaptive systems in improving
manufacturing and maintenance, quality control, and human-machine collaboration [42]. Explanations must not only be
based on the outputs of the models, but rather relate to what the engineers, operators and managers can do in this context.
Explainable Al can also be used to enable trustworthy decision-making in other areas, such as smart energy and sustainable
infrastructure. The need for infrastructure to be energy efficient is associated with the need for measurement, verification
and optimization to achieve a net zero carbon. Explainability of effective Al solutions can enhance trust in energy
performance assessment and provide insights into energy savings calculations, anomalies, or efficiency gains [43]. This
is especially important due to the nature of some sustainability decisions, which can be long-term investments, regulatory
reporting and multi-stakeholder responsibility. Secure and Explainable Mechanisms are needed for Cyber-physical
Systems as they involve digital intelligence in the operations of the physical world. In the context of cyber-physical
systems (CyPS), hybrid XAI systems for adversarial attack detection illustrate the use of explainability to strengthen
security by uncovering patterns in adversarial attacks, vulnerabilities in the models, and unusual system behavior [44].
Throughout the healthcare, smart cities, Industry 5.0, energy infrastructure and cyber-physical systems sectors, the real-
world experience demonstrates the need for explainable edge intelligence that is domain-aware, security-aware and
actionable. Table 3 summarizes the key application scenarios and the extent to which explainable edge intelligence can
help to make decisions in a secure and trustworthy way.

Table 3. Application Domains of Secure Explainable Edge Intelligence

Application Decision Context XAI Contribution Edge Computing | Security

Domain Role Requirement

Healthcare Diagnosis, imaging, Improves clinician Enables local and | Privacy and safety
clinical support trust and interpretation | timely analysis assurance

Smart Cities Traffic, surveillance, Explains automated Supports real-time | Secure infrastructure
public services urban decisions sensor processing | operation

Industry 5.0 Maintenance, quality Supports human- Enables factory- Protection of
control, human-machine centric decisions level intelligence industrial assets
collaboration

Smart Energy Efficiency measurement Clarifies energy Enables Integrity of energy
and infrastructure predictions and distributed energy | data
monitoring anomalies analytics

Cyber-Physical | Attack detection and Reveals abnormal Supports rapid Adversarial

Systems autonomous control behavior and attack local response robustness

patterns

IoT Distributed sensing and Explains device-level | Reduces cloud Secure

Ecosystems automation decisions dependency communication and

access control

8. Open Challenges and Future Research Directions

While there have been considerable advances, explainable Al in the context of secure edge-based decision making remains
with many technical and practical challenges. Existing XAl techniques range from assuming a specific objective to
providing differing explanations, requiring varying computational resources and being appropriate for differing situations
of real-time deployment. There are many approaches that are not easily transferable between domains, as explanations
that fit into one may not fit into the other. While there are existing surveys that point to the need for better explanation
fidelity, stability, scalability, and user interpretability, there is a need for more standardized and context-aware XAl
frameworks [45]. The integration of robustness, fairness, privacy, accountability, and human oversight is also a critical
strength to build into trustworthy explainable Al. Recent developments have brought models and algorithms closer to the
human understanding of their underlying principles, but many models are still not technically accurate and comprehensible
to users who are not experts. Moving beyond post-hoc visualization would be beneficial for future research; moving to
trustworthy explanation pipelines that can be validated, audited and modified to changing environments would be
beneficial for future research [46]. For edge computing environments, models can be subject to limited resources and
changing data conditions.
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The challenge of implementing XAI in high-risk settings is exemplified by the deployment of clinical decision support
systems. The deployment of clinical decision support systems is a good example of the wider issue of implementing XAI
in high-risk settings. In health care, explanations need to be designed to facilitate the comprehension of clinicians, the
safety of patients, and the ethical accountability of both patients and clinicians, as well as compliance with regulatory
requirements. But current XAl approaches are often not easily integrated into clinical workflow, domain knowledge, and
clinical decision making [47]. Therefore, future studies should highlight the design of explanations that consider humans,
domain-specific validation, and collaborative decision-making between humans and Al systems. One of the most
significant challenges that still exists in the field of XAl is evaluation and validation. If there are no effective means of
evaluating, it is hard to judge whether explanations are correct, helpful, convincing, and/or misleading. Benchmarks,
quantitative and qualitative assessment metrics and validation procedures for edge-based explainable systems should be
developed in the future. This is especially important for autonomous and cyber-physical systems, where
misunderstandings or misinterpretations in explanations can result in wrong or unsafe decisions [48].

One more research direction is XAl for edge devices, which is the development of resource-efficient XAl for edge devices.
Some of the explanation techniques require significant computational, memory, or communication bandwidth, making
them hard to deploy on the constrained IoT nodes and embedded platforms. Lightweight explanation models, adaptive
explanation generation, model compression, neuromorphic computing and hardware-aware XAl are future frameworks to
investigate. These techniques can contribute to generating explanations without impacting latency, energy costs, or
security. Further integration of explainable intelligence with Federated Learning, Blockchain, Digital Twins, 5G/6G
networks and Privacy-preserving computation is necessary. Future systems should enable explanations throughout
distributed learning processes, detect unauthorized and biased model updates and offer security-sensitive explanations of
audit trails. Explainability should also be integrated into governance structures so that organizations can track the behavior
of their models, provide accountability and ensure compliance.

Future studies are needed in the direction of secure explainable edge intelligence frameworks rather than individual XAl
tools for Al These frameworks need to be technically correct, explained well, secure, resilient to threats, and user-friendly
while respecting privacy. This integration will be crucial for developing smart digital ecosystems that are trusted and can
inform critical decisions across a range of sectors, from healthcare, smart cities and Industry 5.0, energy systems, to cyber-
physical infrastructures.

9. CONCLUSION

In the discussion, the intersection of the concepts of Explainable Al, Edge Computing and Cybersecurity in the context of
Secure Decision Making for Smart Digital Ecosystems was discussed. It becomes clear from the review of the literature
that the future belongs to the decision making architectures which should be precise and prompt, as well as capable of
providing transparency, privacy, and cybersecurity. It gives rise to the emergence of greater real-time intelligence through
edge computing and enhanced Al decision interpretability and accountability through XAI. These technologies, together
with other promising ones like federated learning, blockchain, intrusion detection and governance-centric security
solutions, form a powerful base for development of trustworthy distributed intelligence solutions. At the same time, the
review reveals possible areas of the application of the technologies under consideration in which the positive impact on
the human trust and reliability would be achieved. Those areas include healthcare, smart cities, Industry 5.0, smart energy,
IoT ecosystem, and cyber-physical systems. Still, there remain problems related to the development of the resource-
efficient explainability, validation framework, adversarial robustness, privacy protection, and context-aware governance.
In order to address them, the future research should focus on creation of the unified framework for the integration of
explainability, security, edge intelligence, and human-centered design in the development stage of the intelligent
ecosystem.
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