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ABSTRACT 

Background: The use of IT tools and techniques in the medical field has had a significant impact, opening, a wide range 

of eHealth service opportunities.  The same types of dangers that affect other internet apps also affect these services.  One 

of the important concerns for the successful and efficient deployment of these eHealth services is security.  The vast and 

diverse nature of healthcare data necessitates a high level of availability, confidentiality, and integrity when it is sent to 

its various stakeholders. The various parties involved in healthcare services, including physicians, patients, nurses, 

paramedical personnel, and administrative staff, have distinct roles to play, and not all users should have access to all data 

to protect privacy.  

Blockchain technology has made significant advancements in securely sharing data in recent years. Its implementation 

has greatly benefited various services, particularly in the healthcare sector. Blockchain simplifies the management of 

medical records and data in a secure environment. When a user creates a record, millions of computers validate the blocks, 

resulting in a unique record with its own history. If a single record is altered, it disrupts the entire chain, affecting millions 

of instances.  

Many industries are eager to adopt blockchain technology to enhance their data security in today's environment. While 

protecting data privacy, integration with technologies such as artificial intelligence helps guarantee smooth data sharing 

between various parties.  Additionally, blockchain technology enables real-time interorganizational services or workflows 

for users both inside and outside of national health systems worldwide.  When people are relocating, it is essential to 

improve and share migrant health data so that analytics can be used to make strategic choices.  Blockchain technology has 

the potential to become a powerful digital tool for enhancing communication and filling in the gaps in the sharing of 

medical data. 

Material and Methods: Major databases such as Medline were explored detailed literature search in resulting in a 

systematic review pertaining to IoT, blockchain and security. 

Results: Five original research scientific articles dated between 2020 – 2024 pertaining to mentioned topic were 

highlighted. 

Conclusions: Blockchain is a powerful technology that has the potential to significantly transform the healthcare industry. 

However, to achieve widespread acceptance of this technology, substantial research and study are still needed. The 

integration of blockchain technology with hybrid deep learning offers numerous benefits, including increased scalability, 

enhanced security, improved interoperability, and better decision-making in healthcare systems.  

Nonetheless, for successful implementation, challenges such as computational complexity, regulatory compliance, and 

ethical considerations must be addressed. Healthcare systems can surpass conventional constraints by utilizing blockchain 

and hybrid deep learning, which will promote medical research and enable safe and effective data management as well as 

individualized patient care.  Scalability, security, and better patient outcomes are given top priority in the proposed 

framework, which establishes the groundwork for a future healthcare ecosystem. Detailed information regarding the IoT, 

blockchain and security is discussed in this systematic review. 

 

KEYWORDS: artificial intelligence; blockchain, Internet of Things; digital; eHealth; machine learning; Security 
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INTRODUCTION 

Blockchain (BC) technology's decentralized ledger, source provenance, and tamper-proof characteristics have made it a 

crucial component of numerous applications, such as the Internet of Things (IoT) and healthcare.  Thanks to IoT and BC, 

health systems can now become more stable and scalable on a decentralized platform.  The creation of BC-enabled IoT 

eHealth systems is the outcome of several scientists looking into the potential of BC technology in many eHealthcare 

domains.  Recently, blockchain technology has gained attention because of its potential to increase the security, reliability, 

and resilience of distributed systems.  

Research using this method has benefited several industries, including data analysis, remote sensing, healthcare, and 

finance.  Data immutability, privacy, transparency, decentralization, and distributed ledgers are the main advantages of 

blockchain technology.  The requirement to safeguard the privacy of people whose information is contained in medical 
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records makes this system even more complicated.  "A distributed database that maintains a continuously expanding list 

of ordered items, called blocks," is one definition of a blockchain.  The link between these blocks is encrypted.  

Each block in a blockchain includes a timestamp, transaction data, and a cryptographic hash of the previous block. 

Blockchains are public, decentralized, and distributed digital ledgers used to record transactions across multiple 

computers. This structure ensures that once a transaction is recorded, it cannot be modified without altering all subsequent 

blocks and obtaining permission from the network. However, the end-to-end security of IoT devices is compromised by 

several issues. Security has not always been a top priority for product designers, particularly because networking 

appliances and other connected devices are still relatively new on the market.  

Many designers and manufacturers are more concerned with getting their products to market quickly than with including 

security from the start because IoT is a relatively new business.  IoT security may be jeopardized by hardcoded or default 

passwords.  Even with frequent updates, passwords are often not secure enough to thwart infiltration.  The CPU power 

required to allow adequate security is often lacking in IoT devices.  Many devices lack advanced security as a result.  

Temperature and humidity sensors are unable to handle contemporary security or encryption.  IoT devices seldom receive 

security updates or fixes since many of them are "set it and forget it." 

 

MATERIAL AND METHODS 

“IoT” AND “blockchain” AND “security’’ were the words used in MEDLINE database using advance search strategy 

targeting different article categories between 2020 to 2024. The result was 58 articles, out of which we selected 5 articles 

based in the inclusion criteria. Inclusion criteria was of case studies and scientific literature between 2020-2024. Exclusion 

criteria was of scientific literature irrelevant to the specific search. This systematic review was conducted to determine 

importance IoT, blockchain and security in healthcare following the guidelines of the PRISMA (Preferred Reporting Items 

for Systematic Reviews and Meta-Analyses). PubMed, Lilacs, Embase, Scopus, and Web of Science were the source of 

electronic databases. The search strategy used Boolean operators (AND and OR): [ALL (“IoT”) AND (blockchain OR 

healthcare OR security OR ehealth OR technology OR AI) AND (erosion)]. The following data were collected: first 

author, year, country of study, type of study and outcome. The quality of studies was assessed using the STROBE 

(Strengthening the Reporting of Observational Studies) checklist. 

 

RESULTS 

Five articles were included in this systematic review based on the selection criteria. We analyzed and mentioned in the 

five articles reviewed. This included only relevant research articles and excluded articles pertaining to non-specific search 

terms. 

 

Table 1 – An overview 

Author   Title  Journal  Outcome 

Shilpa Srivastava, Millie 

Pant, Sunil Kumar 

Jauhar, Atulya K Nagar 

Analyzing the 

Prospects of 

Blockchain in 

Healthcare 

Industry 

Srivastava S, Pant M, Jauhar SK, Nagar 

AK. Analyzing the prospects of 

blockchain in healthcare industry. 

Computational and mathematical 

methods in medicine. 

2022;2022(1):3727389. doi: 

10.1155/2022/3727389. 

suggestions for 

strengthening the 

healthcare system 

by blending 

machine learning, 

artificial 

intelligence, big 

data, and IoT with 

blockchain. 

Aitizaz Ali, Hashim 

Ali, Aamir Saeed, Aftab 

Ahmed Khan, Ting Tin 

Tin, Muhammad 

Assam, Yazeed Yasin 

Ghadi, Heba G Mohamed 

Blockchain-

Powered 

Healthcare 

Systems: 

Enhancing 

Scalability and 

Security with 

Hybrid Deep 

Learning 

Ali A, Ali H, Saeed A, Ahmed Khan A, 

Tin TT, Assam M, Ghadi YY, 

Mohamed HG. Blockchain-powered 

healthcare systems: enhancing 

scalability and security with hybrid 

deep learning. Sensors. 2023 Sep 

7;23(18):7740. 

doi: 10.3390/s23187740. 

The proposed 

framework lays the 

foundation for a 

future healthcare 

ecosystem  

Bouthaina 

Dammak, Mariem 

Turki, Saoussen 

Cheikhrouhou, Mouna 

Baklouti, Rawya 

Mars, Afef Dhahb 

LoRaChainCare: 

An IoT 

Architecture 

Integrating 

Blockchain and 

LoRa Network for 

Personal Health 

Care Data 

Monitoring 

Dammak B, Turki M, Cheikhrouhou S, 

Baklouti M, Mars R, Dhahbi A. 

Lorachaincare: An iot architecture 

integrating blockchain and lora 

network for personal health care data 

monitoring. Sensors. 2022 Feb 

15;22(4):1497. doi: 

10.3390/s22041497. 

This work proposes 

LoRaChainCare, 

an architecture 

model for HCS 

which combines 

the technologies 

Blockchain, 

Fog/Edge 

computing, and the 

LoRa 

communication 

protocol. 

https://pubmed.ncbi.nlm.nih.gov/?term=Srivastava+S&cauthor_id=36506597
https://pubmed.ncbi.nlm.nih.gov/?term=Pant+M&cauthor_id=36506597
https://pubmed.ncbi.nlm.nih.gov/?term=Pant+M&cauthor_id=36506597
https://pubmed.ncbi.nlm.nih.gov/?term=Jauhar+SK&cauthor_id=36506597
https://pubmed.ncbi.nlm.nih.gov/?term=Jauhar+SK&cauthor_id=36506597
https://pubmed.ncbi.nlm.nih.gov/?term=Nagar+AK&cauthor_id=36506597
https://pubmed.ncbi.nlm.nih.gov/?term=Ali+A&cauthor_id=37765797
https://pubmed.ncbi.nlm.nih.gov/?term=Ali+H&cauthor_id=37765797
https://pubmed.ncbi.nlm.nih.gov/?term=Ali+H&cauthor_id=37765797
https://pubmed.ncbi.nlm.nih.gov/?term=Saeed+A&cauthor_id=37765797
https://pubmed.ncbi.nlm.nih.gov/?term=Ahmed+Khan+A&cauthor_id=37765797
https://pubmed.ncbi.nlm.nih.gov/?term=Ahmed+Khan+A&cauthor_id=37765797
https://pubmed.ncbi.nlm.nih.gov/?term=Tin+TT&cauthor_id=37765797
https://pubmed.ncbi.nlm.nih.gov/?term=Tin+TT&cauthor_id=37765797
https://pubmed.ncbi.nlm.nih.gov/?term=Assam+M&cauthor_id=37765797
https://pubmed.ncbi.nlm.nih.gov/?term=Assam+M&cauthor_id=37765797
https://pubmed.ncbi.nlm.nih.gov/?term=Ghadi+YY&cauthor_id=37765797
https://pubmed.ncbi.nlm.nih.gov/?term=Ghadi+YY&cauthor_id=37765797
https://pubmed.ncbi.nlm.nih.gov/?term=Mohamed+HG&cauthor_id=37765797
https://pubmed.ncbi.nlm.nih.gov/?term=Dammak+B&cauthor_id=35214404
https://pubmed.ncbi.nlm.nih.gov/?term=Dammak+B&cauthor_id=35214404
https://pubmed.ncbi.nlm.nih.gov/?term=Turki+M&cauthor_id=35214404
https://pubmed.ncbi.nlm.nih.gov/?term=Turki+M&cauthor_id=35214404
https://pubmed.ncbi.nlm.nih.gov/?term=Cheikhrouhou+S&cauthor_id=35214404
https://pubmed.ncbi.nlm.nih.gov/?term=Cheikhrouhou+S&cauthor_id=35214404
https://pubmed.ncbi.nlm.nih.gov/?term=Baklouti+M&cauthor_id=35214404
https://pubmed.ncbi.nlm.nih.gov/?term=Baklouti+M&cauthor_id=35214404
https://pubmed.ncbi.nlm.nih.gov/?term=Mars+R&cauthor_id=35214404
https://pubmed.ncbi.nlm.nih.gov/?term=Mars+R&cauthor_id=35214404
https://pubmed.ncbi.nlm.nih.gov/?term=Dhahbi+A&cauthor_id=35214404
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Hanaa Fatoum, Sam 

Hanna, John D 

Halamka, Douglas C 

Sicker, Peter 

Spangenberg, Shahrukh K 

Hashmi 

Blockchain 

Integration With 

Digital 

Technology and 

the Future of 

Health Care 

Ecosystems: 

Systematic Review 

Fatoum H, Hanna S, Halamka JD, 

Sicker DC, Spangenberg P, Hashmi 

SK. Blockchain integration with digital 

technology and the future of health care 

ecosystems: systematic review. Journal 

of Medical Internet Research. 2021 

Nov 2;23(11):e19846. doi: 

10.2196/19846. 

the potential 

benefits of 

blockchains are 

limitless 

Alessandra Rizzardi, 

Sabrina Sicari, Jesus F. 

Cevallos M., Alberto 

Coen-Porisini 

IoT-driven 

blockchain to 

manage the 

healthcare supply 

chain and protect 

medical records 

Rizzardi A, Sicari S, Coen-Porisini A. 

IoT-driven blockchain to manage the 

healthcare supply chain and protect 

medical records. Future Generation 

Computer Systems. 2024 Dec 

1;161:415-31. 

doi.org/10.1016/j.future.2024.07.039 

blockchain may 

facilitate the 

resolution of 

consistency and 

accuracy problems 

associated with 

healthcare data by 

further enhancing 

them using AI 

techniques. 

 

DISCUSSION  

Blockchain is a revolutionary decentralized, distributed ledger technology (DLT) that enables secure, transparent, and 

immutable record-keeping. Think of it as a special kind of database that stores data in "blocks," and these blocks are then 

linked together in a "chain" using cryptography.1 

Blocks: Each "block" in a blockchain contains a batch of validated transactions or data. It also includes a cryptographic 

hash of the previous block, a timestamp, and other relevant information. Once a block is filled with data, it's closed and 

added to the chain.2 

 

Chain: Blocks are linked together chronologically using cryptographic hashes. This means each new block contains a 

unique digital "fingerprint" (hash) of the previous block. This linking creates a secure and immutable record. If someone 

tries to alter a transaction in an old block, the hash of that block would change, which would then invalidate the hash in 

the next block, and so on, breaking the chain. This makes it extremely difficult to tamper with data without being detected.3 

 

Decentralization:  Unlike traditional databases that are controlled by a single central authority (like a bank or a company 

server), a blockchain is distributed across a network of computers (called "nodes"). Each node maintains a copy of the 

entire ledger. This means there is no single point of failure or control, making the system highly resilient to attacks or 

censorship.4 

IoT enables a network of physical entities by embedding sensors, operating software, and other technologies. IoT plays 

an important role in various fields due to its capability to provide sensor-based information and its ability to enable device-

to-device communication.5 

Blockchain can be defined as a decentralized storage system that facilitates cryptographically secure storing and sharing 

of records immutably through a network comprising of distributed peer-to-peer members.6 

Simply said, a blockchain is a shared digital record that can be accessed by any computer connected to the internet. Since 

information is stored digitally, a blockchain may be compared to an online database.7  

Blockchains serve an important purpose in cryptocurrency networks like Bitcoin’s by providing a secure and decentralized 

ledger of transactions. Novel blockchain technology guarantees the authenticity of each recorded transaction without the 

need for a neutral third party.8  

One definition of a blockchain is “a distributed database that maintains a continuously expanding list of ordered items, 

called blocks.” The encrypted connection between these blocks. Each block contains transaction data, a timestamp, and a 

cryptographic hash of the previous block.9  

Blockchains are distributed digital ledgers that are public and decentralized, and which are used to record transactions 

across several computers in a way that precludes modifications to the ledger from being made in the past without also 

modifying the subsequent blocks and getting network permission.10 

 

History of Blockchain: In the year 1976, a paper was released on “New Directions in Cryptography” discussed the 

concept of distributed ledger. With the advancement in the field of Cryptography, another paper entitled as “Hot to Time-

Stamp a Digital Document” by Stuart Haber and Scott Stornetta which laid out the concept to timestamp the data instead 

of the medium.11  

Another important concept called as “Electronic cash” or “Digital Currency” which came into existence based on a model 

proposed by David Chaum also contributed towards the development of the concept of Blockchain which was followed 

by Protocols such as e-cash schemes that introduced double spending detection.12 

In 1997, Adam Back introduced another concept called “hashcash” which offered a solution to control spam emails. This 

led to the concept of creating money called as “b-money” by Wei Dai based on peer-to-peer network. Satoshi Nakamoto 

is considered as the inventor of blockchain technology when he published a paper on bitcoin in 2008 as “Bitcoin: A Peer-

to-Peer Electronic Cash System,”.13 

https://pubmed.ncbi.nlm.nih.gov/?term=Fatoum+H&cauthor_id=34726603
https://pubmed.ncbi.nlm.nih.gov/?term=Hanna+S&cauthor_id=34726603
https://pubmed.ncbi.nlm.nih.gov/?term=Hanna+S&cauthor_id=34726603
https://pubmed.ncbi.nlm.nih.gov/?term=Halamka+JD&cauthor_id=34726603
https://pubmed.ncbi.nlm.nih.gov/?term=Halamka+JD&cauthor_id=34726603
https://pubmed.ncbi.nlm.nih.gov/?term=Sicker+DC&cauthor_id=34726603
https://pubmed.ncbi.nlm.nih.gov/?term=Sicker+DC&cauthor_id=34726603
https://pubmed.ncbi.nlm.nih.gov/?term=Spangenberg+P&cauthor_id=34726603
https://pubmed.ncbi.nlm.nih.gov/?term=Spangenberg+P&cauthor_id=34726603
https://pubmed.ncbi.nlm.nih.gov/?term=Hashmi+SK&cauthor_id=34726603
https://pubmed.ncbi.nlm.nih.gov/?term=Hashmi+SK&cauthor_id=34726603
https://doi.org/10.1016/j.future.2024.07.039
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Blockchain technology works on the concept of decentralized database where these databases exist in multiple computers 

and every copy of these databases are identical. Organizations maintain their data in centralized database which makes 

them an easy target for the hackers whereas due to decentralized structure of blockchain, it has made the blockchain as a 

temper proof technology.14 

Blockchain can be considered as a peer-to-peer network that run on the top of the internet. Blockchain architecture can be 

mainly divided in three layers which are Applications, Decentralized Ledger, and Peer-to-Peer Network. Applications is 

the top layer pf the network which is followed by the Decentralized Ledger and the bottom layer is the Peer-to-Peer 

Network.15 

 

Features Of Blockchain: Information on a blockchain, which is a sort of distributed database, is stored in blocks that are 

cryptographically linked to one another. When new information is received, it is stored in a new block. Once a block is 

filled, it is connected to the one before it, producing a chain that stores information in chronological order.  

⚫ Blockchains may be used to record other sorts of data, although thus far they have mostly been used as a distributed 

ledger for recording financial transactions.16 

⚫ Blockchain is employed in a decentralized fashion in Bitcoin, meaning that no central authority or group of people has 

control over the system and instead all Bitcoin users have equal voting rights.  

⚫ By its very nature, the data placed into a decentralized blockchain cannot be changed after it has been recorded. For 

Bitcoin, this implies that all trades are publicly accessible and forever recorded.17 

 

The term “blockchain” is used to refer to the digital ledger used to keep track of information. It is organized as a series of 

blocks, and the cryptographic principle is built into the whole thing. Data and conversational exchanges can be protected 

using cryptography.18 

Supported by mathematical ideas and a collection of rule-based calculations, it alters communications in a way that is 

difficult to decode. Blockchain technology is decentralized, thus it may be used by anybody. In other words, no one can 

claim ownership. The level of transparency is too high and protects individual privacy.19  

Because information saved on a blockchain cannot be altered after it has been recorded, it is considered immutable. 

Blockchain technology’s core purpose is to keep sensitive information safe from prying eyes while making it available to 

a select, pre-approved audience.20  

Blocks Numerous blocks make up each chain, with the following three providing the bulk of its functionality: Information 

alone constitutes the building component. Each time a new block is formed, an encrypted one is generated using a random 

32-bit nonce. And so, a block header hash is born. Connected to the nonce, the hash is a 256-bit integer. The first digits 

should be a bunch of zeroes. In addition, the nonce will be used to produce the cryptographic hash whenever a new block 

is created.21 

 The Internet of Medical Things (IoMT) is a framing structure for smart medical devices, as these devices are linked to 

health services, applications, and systems via the Internet. Many challenges associated with IoT must be considered 

regarding health data privacy and security, availability, ease of data access, and scalability.22  

IoMT devices are wearable devices that collect private and sensitive data about the human body, which enables healthcare 

service providers to make appropriate decisions at the right time. Because of the sensitivity and confidentiality of data, 

they must be treated securely and confidentially so that users can be assured of their safety.23  

Blockchain is a technology that stores data in a ledger so that the data are saved in blocks. Each block is linked to others 

so that a blockchain is formed, and the data are transferred through a peer-to-peer network. Finance and banking were 

considered the first fields to use blockchain technology, and today, blockchain is used in energy, industry, insurance, 

healthcare, and others.24 

Many features of blockchain make it useful in all fields, as it is distributed, decentralized, and secured, so there is no need 

for a central authority, as a consensus algorithm is used to archive data and reach agreement between nodes, where the 

ledger is distributed and maintained by agreement among all nodes within the network.25 

Integrating Blockchain with the healthcare IoT will bring about significant transformations. This integration will create 

new paradigms and force us to reevaluate current systems and processes. In addition to securing user data and protecting 

privacy, blockchains can boost IoT adoption by improving security and privacy. Blockchain has revolutionized the sharing 

of medical and e-health information through secure applications.26  

Healthcare IoT applications are an industry that will be revolutionized using blockchain technology. This integration has 

emerged as a cutting-edge technology for the decentralized sharing of medical records, ensuring the privacy of patient 

records, and monitoring of patients. In general, blockchains can be utilized for data management, specifically to improve 

data security, which includes data integrity, access control, and privacy preservation.27 

Blockchain is divided into two types permission and permissionless. Blockchain types such as Bitcoin and Ethereum do 

not require approval to join and participate in the consensus process. Permission blockchain types such as Hyper-ledger 

and Quorum need prior authorization to join the network and participate in the consensus process.28 

Permission is helpful when we need to restrict participation and access to data, especially when dealing with sensitive 

information, as is the case in the medical and healthcare industries. A permissionless blockchain is public, meaning that 

anyone can participate in the data validation and access processes. By contrast, a permission blockchain is a private or 

consortium, meaning that only permission entities can participate in data validation and access.29 

 

Public Blockchain: Anyone can join and participate in the consensus process on a public blockchain, such as Bitcoin or 

Ethereum, without permission.  
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Private Blockchain: Because it is entirely under the control of one entity, this type of blockchain is considered a 

centralized network. A regulatory body certifies the addition of new members and provides write-and-read permission in 

a private blockchain. This power may be exercised solely or collaboratively by all the participants.30 

 

Consortium Blockchain: The consortium blockchain is private, and a group, rather than a single organization, is 

responsible. A consortium between known businesses is formed to select those who have access to the blockchain ledger, 

whose transactions may remain public, and who must be restricted to a smaller group of members.31  

Health data are stored both on- and off-chains. On-chain data means On-chain data are data with identity features and with 

the hash of all health data, but off-chain data means data stored in the form of document-oriented databases. The following 

is a collection of authors who used blockchain types in their research.32 

The application type is the security of medical records and remote patient monitoring by using a consortium blockchain. 

While the authors presented the application type of medical record deposits using only a private blockchain, the authors 

presented the application type of medical record security and remote patient monitoring using a private blockchain.33 

On the other hand, the application type in the security of medical records using a public blockchain, the application type 

in is medical image retrieval with privacy protection using a public blockchain, and the application type in is remote 

patient monitoring and diabetic disease prediction using a public blockchain.34 

 

Blockchain Technology: With the creation of Bitcoin in 2008, blockchain technology has become increasingly popular. 

The system enables transaction transmission and storage by relying on a peer-to-peer network. Without centralized 

authority, transactions are organized into blocks and kept in a distributed ledger.35 

Technically stated, blockchain is a system that incorporates many other concepts and technologies, including Ethereum, 

a Distributed Ledger system, Hyperledger Fabric, Immutability, Transparency, Cryptography, Consensus Algorithm, and 

Smart Contract.  

 

Ethereum: To provide generalized blockchain technology in which all transaction-based state-machine concepts may be 

constructed, the project Ethereum was released as a platform in 2013. The goal is to provide end developers with access 

to a tightly integrated end-to-end system.36 

 

Distributed Ledger: The ledger is shared among all blockchain participants in a distributed ledger blockchain, which can 

span numerous businesses. Records are kept in a distributed ledger continuously rather than in sorted blocks, and can be 

either private or public.37  

 

Hyperledger Fabric: Developed by consensus, the Hyperledger is a distributed peer-to-peer ledger. A new generation of 

transactional applications that establish trust, accountability, and transparency at their core while streamlining business 

processes and legal restraints can be built using Hyperledger, a blockchain combined with a system for ‘‘smart contracts’’ 

and other supporting technologies.38 

Immutability: Blockchain immutability occurs because their transaction data are tamper-proof, which means they cannot 

be altered or withdrawn.39  

 

Transparency: The primary benefit of blockchain is transparency, which allows the creation of an unchangeable public 

record of transactions and the ability to trace them from their origin to their destination. Additionally, transparency 

provides financiers, policymakers, and investors with the knowledge they need to be sustainability of supply chains.40  

 

Cryptography: The conversion of data and files from a well-known formula to other types of files is a component of 

encryption in terms of information technology. There are various encryption algorithms with different characteristics. 

Depending on the application, the correct algorithm can be selected. Finding new cryptographic strategies to enhance 

blockchain solutions is always possible because cryptography is a large area of study.41  

 

Consensus Algorithm: Owing to its decentralized nature, the blockchain has scattered nodes throughout the network. 

The Byzantine Generals (BG) problem is analogous to the problem in which all network nodes establish consensus (i.e., 

general agreement). The BG dilemma arises when the generals in charge of the Byzantine army disagree with one another 

during the assault.42 

Owing to the absence of a central node that maintains the ledger of all nodes, it is difficult for nodes in a dispersed network 

to reach a consensus. Blockchain can use different methods to reach consensus; further, consensus algorithms are 

classified as proof-based and voting-based consensus algorithms.43  

 

Smart Contract: A set of computer programs, called smart contracts, is used to simplify the exchange of money, assets, 

or data. It becomes autonomous and impossible for a third party to stop or interfere with it once it is connected to the 

blockchain. In healthcare, smart contracts and blockchain technology are regarded as a secure way to transfer data from 

remote patient monitoring devices or to share the patient’s record electronically.44 

There has been a growing interest in healthcare issues recently due to the search for safer and faster ways to serve patients 

and monitor patients remotely using Internet of Things technology. As follows, 
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Remote Patient MONITORING (RPM): A subtype of telemedicine called remote patient monitoring (RPM) enables 

people to use portable medical equipment to gather and transmit patient-generated health data (PGHD) to healthcare 

professionals. These devices include typical physiological data that can be gathered utilizing a remote patient monitoring 

system, such as weight, blood pressure, and heart rate.45 

 

Patient Tracking: Inside a hospital or healthcare facility, a system for keeping track of patients is an integrated system 

with a base station, tracking routers, sensor pendants for patients and caregiver units, and other peripheral devices.46 

 

Disease Prediction: The system used to Predict Disease Prediction utilizing machine learning models is a method that 

uses symptoms provided by patients or other users to forecast diseases.47 

 

Fighting Covid-19 Pandemic: An IoT and AI-based method for remotely detecting the COVID-19 disease so that it can 

be stopped early.48  

 

Image Retrieval For Medical Iot Systems: The variety and quantity of medical images have greatly expanded with the 

introduction of IoT devices for the medical industry. Medical image retrieval facilitates disease diagnosis and enhances 

medical image processing.49 

 

Security Of Medical Records: Healthcare is one of the most sensitive industries since it deals with sensitive data, and 

privacy, security, access control, and the accessibility of medical records are significant concerns. Transmission, storage, 

and manipulation are three main stages where security in this industry must be guaranteed.50 

 

Smart Telemedicine: Modern telemedicine technology uses communication to help doctors virtually visit their patients 

by using recorded video, email, or live video and obtaining patient information about their illnesses.51 

 

Secure The Internet Of Medical Things: Beyond 50 billion devices across a wide range of application domains are 

expected to be connected through the Internet of Things. However, user security and privacy remain significant IoMT 

concerns.52  

 

Healthcare And Big Data Generating enormous amounts of medical big data by intelligent Internet of Things (IoT) 

devices makes this another massive industry to investigate.53 

 

Sensors And Blockchain: A sensor are a piece of equipment that receives a signal or stimulus and reacts to it by producing 

an electrical signal. The output signals represent various electrical signals, such as current or voltage. A sensor is a tool 

that receives multiple signals, such as physical, chemical, or biological signals and transforms them into an electric 

signal.54 

 

Accurate Medical Decision: Non-communicable illness diagnoses are sometimes incomplete, undesired, or unnecessary. 

Therefore, we need accurate medical decisions to lessen the burden of sickness, promote public health, and effectively 

treat any disease. health information exchange (HIE) has yet to be able to solve will be resolved by accurate medical 

decisions.55 

 

Healthcare Monitoring: A system for monitoring healthcare that would deliver the greatest possible medical care to 

everyone, everywhere, always. Many contemporary technologies are combined to address the growing need for solutions 

to health-related issues. There are numerous current studies in this area.56  

Advantages: The main advantage of Blockchain is it’s decentralized property, this means there is no such centralized node 

to make decisions in a network. The decisions are solely based on each node in a distributed network. The databases are 

more vulnerable to attacks in a centralized network when the systems are working with third-party organization.57 

Blockchain provides security by having it’s own proof of validity and authorization to process the transaction 

independently by each node. The immutable nature of Blockchain makes it harder to change the records or transaction, 

unless as explained by S. Nakamoto, the attacker should possess the computing power to redo the proof-of-work of the 

block and all the blocks in the chain.58  

Each record is available to each participant in the network. This gives the transparency and trust among the participants 

who are aware of all the transactions that happens in the network. The transactions between peer to peer takes place by 

digitally signing a hash of previous transaction and public key of next peer or block in the network.59 

Issues of Blockchain: Blockchain require more computing power when the number of transactions increases. Whenever a 

new transaction happens in the network, the nodes should verify whether the transaction contains the correct hashing 

details and takes care about double spending problem. It is said that miners involve in transaction process prefer to high 

transaction fee while transaction with low fee are delayed.60  

The proof-of-work is said to cost more resources because when a node gets added, all the other node should calculate the 

hashing value out of which one value gets selected. If the attacker possess more than 51% of computing power in a chain 

then it can result in calculating Nonce value quicker and decide to change transaction details, which can also cause double 

spending attack.61  
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The IoT is growing exponentially year by year with its aim in 5G technologies, like Smart Homes and Cities, e-Health, 

distributed intelligence etc. but it has challenges in security and privacy. The IoT devices are connected in a decentralized 

approach. So, it is very complex to use the standard existing security techniques in the communication among IoT nodes.62 

The BC is a technology they provide the security in transactions among the IoT devices. It provides a decentralize, 

distribute and publicly available shared ledger to store the data of the blocks that are processed and verified in an IoT 

network. The data stored in the public ledger is managed automatically by using the Peer-to-peer topology.63 

The BC is a technology where transactions fired in the form of a block in the BC among IoT nodes. The blocks are linked 

with each other and every device has its previous device address. The blockchain and IoT together work in the framework 

of IoT and Cloud integration. In the future, the BC would revolutionize the IoT communication.64 

The goals of BC and IoT integration could be summarized as follows. 

Decentralized framework: This approach is similar in IoT and BC. It is removed the centralized system and provide the 

facility of a decentralized system. It improves the failure probability and performance of the overall system.  

 

Security: In the BC, the transactions among nodes are secured. It is a very novel approach for secure communication. BC 

allows IoT devices to communicate with each other in a secure way.65 

 

Identification: In IoT, all the connected devices are uniquely identified with a unique ID. Every block in BC is also 

uniquely identified. So, BC is a trusted technology that provides uniquely identified data stored in public ledger.  

 

Reliability: IoT nodes in BC have the capabilities to authenticate the information passed in the network. The data is 

reliable because it is verified by the miners before entering in BC. Only verified blocks can enter in the BC.66 

 

Autonomous: In BC, all IoT nodes are free to communicate with any node in the network without the centralized system.  

 

Scalability: In BC, the IoT devices will communicate in high-available, a distributed intelligence network that connects 

with destination device in a real-time and exchange information.67 

 

The Role of BC In IoT: The IoT enables the connected physical things to exchange their information in the heterogeneous 

network. The IoT could be divided into the following sections.  

1. Physical Things: The IoT provide the unique id for each connected thing in the network. The physical things can 

exchange data with other IoT nodes.  

2. Gateways: The gateways are the devices work among physical things and the cloud to ensure that the connection is 

established and security provided to the network.68 

3. Networking: it is used to control the flow of data and establish the shortest route among the IoT nodes.  

4. Cloud: It is used to store and compute the data. The BC is a chain of verified and cryptographic blocks of transactions 

held by the device connected in a network. The blocks data are stored in the digital ledger that is publicly shared and 

distributed.69  

 

The following table represents the differentiation among all kind of blockchains. The database in blockchains has the 

properties such as decentralized trust model, high security, highly publicly accessed, privacy is low to high and the 

transferable identities while in a centralized database, the properties are centralized trust model, low in security, low 

publicly accessed, privacy is high and non-transferable identities. From the above properties, the blockchain is more 

advanced than the centralized storage.70 

While blockchain technology offers a robust foundation for secure healthcare systems, its potential can be further 

augmented by integrating it with deep learning techniques. Deep learning, a subset of artificial intelligence, enables the 

analysis and extraction of complex patterns and insights from large-scale healthcare data.71 

Traditional machine learning models often struggle with the inherent complexity and heterogeneity of healthcare data, 

limiting their effectiveness. In contrast, deep learning models, such as convolutional neural networks and recurrent neural 

networks, excel at recognizing patterns in unstructured data like medical images, sensor data, and natural language.72 

However, deep learning models also come with computational challenges, particularly in resource-constrained 

environments. Hybrid deep learning approaches aim to overcome these limitations by combining the strengths of deep 

learning algorithms with traditional machine learning techniques, striking a balance between accuracy and computational 

efficiency.73 

 

CONCLUSION  

Blockchain is a groundbreaking idea that has revolutionized the way numerous businesses operate, effectively increasing 

user transparency.  By eliminating corruption, dismantling bureaucratic barriers, and establishing the ownership of the 

common mass, blockchain promotes entrepreneurship.  Peer-to-peer technology has created a personal platform for 

economic empowerment and offered up new opportunities.  Although it is too soon to predict the future, blockchain 

technology appears to have a bright future and is therefore here to stay.  

The confidentiality and uniqueness of medical records highlight the importance of having a robust security framework for 

their access and preservation. This framework is crucial for the advancement of digital healthcare. This study examines 

how blockchain technology can enhance the management and transfer of medical records by making them transparent, 
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traceable, and secure. It explores the evolution of medical record preservation, from digital certificates to the latest 

advancements with 5G and innovative blockchain technology.  

Additionally, the study addresses the challenges and complexities of integrating blockchain technology into existing 

healthcare systems, aiming to support the fourth industrial revolution and improve digital healthcare. This evolution 

represents a shift away from simple automation toward intelligent solutions, personalized care, and interconnected 

systems, with the ultimate objective of delivering not only functional healthcare but also a patient-centered approach. 
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