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ABSTRACT 

The growing prevalence of chronic diseases and the limitations of conventional hospital-based monitoring present 

a critical challenge in modern healthcare delivery. Patients with conditions such as hypertension, diabetes, cardiac 

disorders, and respiratory diseases require continuous physiological surveillance, yet periodic clinical visits fail 

to provide the real-time oversight necessary for timely intervention. This paper presents the design, development, 

and evaluation of an intelligent Remote Patient Monitoring (RPM) system that integrates Internet of Things (IoT)-

based biosensors with Artificial Intelligence (AI) and Machine Learning (ML) techniques to enable continuous, 

automated, and clinically meaningful health monitoring. The proposed system collects physiological parameters 

including heart rate, blood pressure, oxygen saturation (SpO2), and body temperature via wearable IoT sensor 

nodes and transmits data through a multi-layer architecture encompassing edge, fog, and cloud computing tiers. 

At the analytics layer, a suite of ML models—including Long Short-Term Memory (LSTM) networks, Random 

Forest, and XGBoost classifiers—are trained on publicly available clinical datasets (MIMIC-III, PhysioNet) to 

detect health anomalies and predict adverse events with high accuracy. Experimental results demonstrate that the 

proposed LSTM-based anomaly detection model achieves an accuracy of 97.3%, a precision of 96.8%, recall of 

97.1%, and an F1-score of 96.9%, outperforming existing benchmark approaches. The system further incorporates 

an automated, multi-channel alert notification module for real-time communication with patients, caregivers, and 

clinicians. The proposed framework addresses key challenges in healthcare accessibility, particularly for elderly 

populations, individuals with chronic conditions, and patients in geographically underserved regions. This work 

contributes a scalable, secure, and privacy-compliant AI-IoT architecture that holds significant potential for 

reducing hospital readmissions, lowering healthcare costs, and improving patient outcomes through proactive, 

data-driven clinical decision support. 

KEYWORDS: Remote Patient Monitoring; Internet of Things; Artificial Intelligence; Machine Learning; 

Anomaly Detection; LSTM; Wearable Sensors; Smart Healthcare; Real-Time Health Analytics; Edge Computing 

 

1. INTRODUCTION 

1.1 Background 

Chronic non-communicable diseases (NCDs) constitute one of the most significant burdens on global healthcare 

systems. According to the World Health Organization (WHO), NCDs account for approximately 74% of all deaths 

worldwide, with cardiovascular diseases, diabetes, chronic respiratory conditions, and cancers representing the 

leading contributors [1]. The management of these conditions demands continuous physiological monitoring, timely 

clinical intervention, and sustained patient engagement—requirements that traditional healthcare delivery models 

are ill-equipped to fulfill consistently and cost-effectively. 

Conventional hospital-based monitoring relies on episodic clinical visits, which are inherently limited in 

their ability to capture the dynamic, time-varying nature of patient health states. For individuals residing in rural or 

underserved communities, the challenges are compounded by geographic barriers, limited healthcare infrastructure, 

and a shortage of medical professionals. Aging global demographics further intensify these pressures: the United 

Nations projects that the proportion of individuals aged 65 years and above will double from 10% in 2022 to 

approximately 16% by 2050 [2]. This demographic shift necessitates scalable, decentralized, and intelligent 

monitoring solutions that can support continuous care beyond the boundaries of the hospital. 
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The convergence of the Internet of Things (IoT), Artificial Intelligence (AI), cloud computing, and 

wearable sensor technologies presents an unprecedented opportunity to transform patient monitoring. IoT-enabled 

biosensors can continuously acquire physiological data with minimal patient burden, while AI and ML algorithms 

can extract clinically meaningful patterns from these data streams, enabling early detection of health deterioration 

and automated alerting of caregivers and clinicians. Together, these technologies form the foundation of next-

generation Remote Patient Monitoring (RPM) systems capable of delivering hospital-quality care in community and 

home settings. 

 

1.2 Motivation 

Despite the proliferation of connected health devices and digital health platforms, several fundamental challenges 

persist in contemporary RPM systems. First, most existing deployments focus narrowly on data acquisition and 

transmission without embedding sufficiently sophisticated analytical capabilities at the edge or cloud tier. This 

results in delayed detection of clinical anomalies and places an excessive analytical burden on clinical staff. Second, 

the vast majority of RPM architectures treat AI and IoT as parallel components rather than deeply integrated layers, 

limiting the system's ability to adaptively refine detection thresholds based on individual patient baselines. Third, 

interoperability, data security, and compliance with healthcare data privacy regulations—such as the Health 

Insurance Portability and Accountability Act (HIPAA) and the General Data Protection Regulation (GDPR)—

remain inadequately addressed in many proposed frameworks. 

Addressing these limitations is not merely a technical imperative but a clinical and socioeconomic one. 

Delayed detection of cardiac arrhythmias, hypoxic episodes, or hypertensive crises can result in preventable 

hospitalizations, long-term morbidity, and increased mortality. Conversely, intelligent, continuous, and low-latency 

RPM has been demonstrated to reduce hospital readmissions by up to 38% and emergency department visits by 20–

25% in clinical pilot studies [3, 4]. There is therefore a compelling case for developing a holistic, AI-IoT integrated 

RPM architecture that is simultaneously accurate, scalable, secure, and clinically actionable. 

 

1.3 Problem Statement 

The central problem addressed in this research is the absence of an intelligent, end-to-end RPM framework that (i) 

continuously and reliably acquires multi-parameter physiological data from heterogeneous wearable sensors; (ii) 

performs real-time, AI-driven anomaly detection and predictive health analytics with clinically acceptable accuracy; 

(iii) delivers automated, context-aware alerts to patients, caregivers, and clinicians; and (iv) operates within a secure, 

privacy-compliant, and scalable computing architecture. Current solutions address subsets of these requirements in 

isolation, leaving significant gaps in end-to-end system integration, intelligence, and deployability. 

 

1.4 Research Objectives 

The primary objectives of this research are as follows: 

• To design a multi-layer IoT architecture for the continuous, reliable, and low-latency collection of 

physiological parameters—specifically heart rate (HR), blood pressure (BP), oxygen saturation (SpO2), and 

body temperature (T)—from wearable biosensor nodes. 

• To develop and evaluate ML models, including LSTM, Random Forest, and XGBoost, for real-time anomaly 

detection and early prediction of adverse health events in continuous physiological data streams. 

• To implement an automated, multi-channel alert notification system capable of delivering context-sensitive, 

prioritized alerts to patients, caregivers, and healthcare providers upon detection of health deterioration. 

• To validate the integrated AI-IoT RPM framework through rigorous experimental evaluation using established 

clinical datasets, benchmarking performance against state-of-the-art methods. 

• To assess the system's scalability, latency characteristics, and compliance with healthcare data privacy 

standards (HIPAA, GDPR). 

 

1.5 Key Contributions 

The principal contributions of this work are: 

• A novel AI-IoT integrated RPM framework that unifies sensor acquisition, edge preprocessing, cloud 

analytics, and clinical alerting within a single, cohesive architecture, distinguishing the proposed system from 

prior piecemeal approaches. 

• A comparative evaluation of three ML paradigms—LSTM-based deep learning, ensemble methods (Random 

Forest, XGBoost), and hybrid threshold-ML approaches—specifically benchmarked for clinical anomaly 

detection in multi-parameter physiological streams. 
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• A multi-channel, priority-tiered alert notification subsystem that reduces clinical alarm fatigue through 

intelligent alert filtering and escalation logic. 

• Demonstrated reduction in detection latency to under 2 seconds at the edge tier, enabling near-real-time 

clinical response for life-threatening anomalies such as atrial fibrillation and hypoxic episodes. 

• A security and privacy compliance analysis of the proposed architecture, with specific reference to HIPAA 

and GDPR requirements, including data encryption, access control, and audit logging. 

 

2. LITERATURE REVIEW 

2.1 IoT in Healthcare 

The application of IoT to healthcare—frequently termed the Internet of Medical Things (IoMT)—has emerged as a 

transformative paradigm over the past decade. IoMT encompasses a broad ecosystem of connected devices 

including wearable biosensors, implantable monitors, smart infusion pumps, and ambient environment sensors, all 

communicating through standardized wireless protocols such as Bluetooth Low Energy (BLE), Zigbee, LoRaWAN, 

and MQTT [5]. Baker et al. [6] surveyed IoT architectures for healthcare and identified four-tier models—device, 

network, cloud, and application—as the dominant structural paradigm, providing a flexible scaffold for scalable 

deployment. 

Wearable IoT devices have demonstrated clinical-grade accuracy for continuous measurement of key 

physiological parameters. Smartwatch-based photoplethysmography (PPG) sensors achieve heart rate measurement 

accuracies comparable to medical-grade ECG under ambulatory conditions [7]. Cuffless blood pressure estimation 

via wearable IoT devices, while still an area of active research, has shown mean absolute errors within clinically 

acceptable bounds (under 5 mmHg) in controlled experimental settings [8]. The Raspberry Pi and Arduino platforms 

have been widely adopted as low-cost microcontroller bases for RPM prototypes, with several studies validating 

their suitability for real-time data acquisition and local preprocessing [9]. 

Communication protocol selection profoundly influences RPM system performance. MQTT, a lightweight 

publish-subscribe messaging protocol operating over TCP/IP, has emerged as the de facto standard for IoT health 

data transmission, offering low bandwidth overhead, reliable message delivery, and native support for quality-of-

service (QoS) levels [10]. LoRaWAN enables long-range (up to 15 km in rural environments), low-power 

communication suitable for deployment in geographically dispersed communities where cellular or Wi-Fi 

connectivity is unavailable [11]. 

2.2 Artificial Intelligence and Machine Learning for Health Monitoring 

AI and ML have been applied extensively to healthcare data analytics, spanning medical image analysis, clinical 

decision support, drug discovery, and continuous physiological monitoring [12]. Within the RPM domain, ML 

approaches fall broadly into three categories: supervised classification for anomaly labeling, unsupervised methods 

for novelty detection, and deep learning architectures for temporal sequence modeling. 

Recurrent neural networks, particularly LSTM networks, have demonstrated superior performance for 

modeling temporal dependencies in physiological time series. Hochreiter and Schmidhuber's foundational LSTM 

architecture [13] was adapted for arrhythmia detection by Rajpurkar et al. [14], who reported performance exceeding 

cardiologist-level accuracy on a large 12-lead ECG dataset. Subsequent studies applied LSTM networks to multi-

parameter RPM datasets, consistently reporting F1-scores in the range of 0.93–0.97 for adverse event prediction 

[15, 16]. 

Ensemble methods—particularly Random Forest and gradient boosting algorithms such as XGBoost—

have been widely employed for health anomaly classification tasks due to their robustness to overfitting, ability to 

handle heterogeneous feature spaces, and interpretability [17]. Uddin et al. [18] conducted a systematic comparison 

of ML classifiers on a multi-parameter clinical dataset and found that Random Forest achieved the highest overall 

balanced accuracy (94.2%) among traditional ML methods. XGBoost has demonstrated particular efficacy in 

handling class imbalance, a common challenge in clinical anomaly detection datasets where adverse events are rare 

relative to normal physiological states [19]. 

Convolutional Neural Networks (CNNs) have been applied to time-series classification through the 

transformation of physiological signals into 2D spectral representations (e.g., spectrograms), enabling the 

application of image recognition architectures to biosignal analysis. Hybrid CNN-LSTM architectures have been 

reported to further improve detection performance by capturing both local morphological features and long-range 

temporal dependencies [20]. 

2.3 Existing Remote Patient Monitoring Systems 

A substantial body of literature describes RPM system prototypes and deployments. Hossain and Muhammad [21] 

proposed an IoT-cloud framework for cardiac patient monitoring incorporating ECG and SpO2 sensors, 

demonstrating reliable data transmission with an average latency of 1.8 seconds over Wi-Fi. However, their system 

lacked embedded AI analytics, relying on static threshold-based alerting that is well-known to generate high false-
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positive alarm rates. Islam et al. [22] developed a cloud-based RPM platform employing Random Forest for anomaly 

detection, reporting an accuracy of 91.7%, but did not address edge computing integration or real-time alert delivery. 

Gia et al. [23] pioneered the integration of fog computing in IoT-based health monitoring, reducing data 

transmission latency by performing feature extraction and preliminary classification at the edge node. Their fog-

assisted architecture demonstrated a 63% reduction in cloud upload bandwidth compared to a direct-to-cloud 

baseline. Nonetheless, the ML models deployed at the fog tier were limited to simple classifiers, and the system did 

not incorporate deep learning for temporal sequence analysis. 

Rghioui and Oumnad [24] applied deep learning, specifically a CNN model, to remote glucose monitoring 

data from diabetic patients, achieving a classification accuracy of 95.4%. Their work highlighted the potential of 

deep learning for domain-specific RPM but was limited to a single physiological parameter. Multivariable RPM 

systems that integrate AI-driven analytics across simultaneously acquired physiological streams remain 

underrepresented in the literature. 

Commercial RPM platforms—including Philips HealthSuite, Medtronic CareLink, and iHealth—have 

achieved clinical deployment but are proprietary, costly, and inaccessible to healthcare providers in low- and 

middle-income countries (LMICs). Research prototypes targeting LMICs have explored low-cost hardware 

combinations (e.g., Raspberry Pi, NodeMCU) with encouraging results but typically sacrifice analytical 

sophistication for affordability [25]. 

2.4 Research Gaps 

A critical analysis of the existing literature reveals the following gaps that the present research seeks to address: 

• Lack of end-to-end integration: Most existing RPM systems treat data acquisition, communication, analytics, 

and alerting as separate subsystems rather than as tightly coupled components of a unified architecture. 

• Limited AI sophistication at the edge: Few studies deploy advanced ML or deep learning models at the edge 

tier; most analytical intelligence resides solely in the cloud, introducing latency that is unacceptable for time-

critical anomalies. 

• Single-parameter focus: Many ML-based RPM studies focus on a single physiological signal, limiting their 

clinical applicability in multi-morbidity scenarios where simultaneous monitoring of multiple parameters is 

essential. 

• Inadequate security and privacy analysis: Very few research prototypes provide a thorough analysis of data 

security, encryption, and regulatory compliance—a critical requirement for clinical deployment. 

• Insufficient scalability evaluation: Existing work rarely reports system behavior under variable patient loads, 

leaving scalability and fault tolerance inadequately characterized. 

2.5 Comparative Literature Summary 

Table 1 summarizes representative recent studies, highlighting their sensor modalities, AI approaches, performance 

metrics, and identified limitations. 

Table 1. Summary of Related Work in AI-IoT Based Remote Patient Monitoring (2019–2024) 

Ref. Sensors 
AI/ML 

Method 
Dataset Accuracy Key Limitation 

[21] 
ECG, 

SpO2 

Threshold-

based 
Custom N/A 

No AI analytics; high false 

alarm rate 

[22] Multi-vital 
Random 

Forest 
UCI Health 91.7% 

No edge integration; static 

model 

[23] ECG, Temp SVM, KNN PhysioNet 89.3% 
No deep learning; limited 

parameters 

[24] Glucose CNN Proprietary 95.4% Single parameter only 

[15] ECG LSTM MIMIC-III 96.2% 
No IoT integration; no alert 

system 

[25] HR, SpO2 Threshold Custom N/A 
No AI; targets LMIC but 

lacks analytics 

Proposed 

HR, BP, 

SpO2, 

Temp 

LSTM, RF, 

XGBoost 

MIMIC-III, 

PhysioNet 
97.3% 

End-to-end, edge-cloud, 

privacy-compliant 
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3. SYSTEM ARCHITECTURE AND PROPOSED FRAMEWORK 

3.1 Overall System Design 

The proposed RPM system adopts a five-layer hierarchical architecture: (1) the Sensor and Acquisition Layer, (2) 

the Edge Computing Layer, (3) the Communication and Networking Layer, (4) the Cloud and Fog Analytics Layer, 

and (5) the Application and Alert Layer. This layered design decouples acquisition, preprocessing, analytical 

intelligence, and clinical presentation, enabling modular development, independent scalability, and targeted security 

enforcement at each tier. 

The architecture is designed to minimize end-to-end latency while maximizing analytical depth. Time-

critical preprocessing and first-stage anomaly detection are executed at the edge layer (target latency < 2 s), while 

complex deep learning models and longitudinal trend analysis are performed in the cloud layer. This tiered 

intelligence approach—sometimes termed 'intelligent edge-cloud collaboration'—ensures that life-threatening 

anomalies trigger immediate local alerts without dependence on cloud connectivity, while cloud-based models 

provide richer, longitudinal clinical insights. 

 

3.2 IoT Sensor Layer 

The sensor layer comprises four primary biosensor modalities integrated into a wearable patient-worn node: 

• Heart Rate / ECG Module: AD8232 single-lead ECG sensor interfaced with a Raspberry Pi 4B 

microcontroller, sampling at 500 Hz with a 12-bit ADC resolution. 

• Blood Pressure Module: MPX5050GP differential pressure transducer integrated with an oscillometric BP 

measurement cuff; readings generated at 2-minute intervals under normal operating conditions. 

• Oxygen Saturation (SpO2) Module: MAX30102 optical sensor operating at 880 nm infrared and 660 nm red 

wavelengths, enabling simultaneous HR and SpO2 measurement at 100 samples per second. 

• Body Temperature Module: MLX90614 non-contact infrared thermometer, providing continuous temperature 

measurements with ±0.5°C accuracy over the clinical range (35–42°C). 

Sensor data are time-stamped at the point of acquisition using a GPS-disciplined real-time clock (RTC) 

module synchronized via the Network Time Protocol (NTP), ensuring temporal alignment across multi-parameter 

data streams. A lightweight, interrupt-driven data acquisition firmware written in Python 3.9 manages sensor 

polling, initial format validation, and buffering within a circular data queue. 

3.3 Edge Computing Layer 

The edge computing layer, hosted on the Raspberry Pi 4B (4 GB RAM, quad-core ARM Cortex-A72), performs the 

following operations prior to cloud transmission: (i) signal denoising using a 5th-order Butterworth bandpass filter 

(0.5–40 Hz for ECG; 0.1–10 Hz for PPG); (ii) artifact rejection via an automated motion artifact detection algorithm 

using accelerometer-derived activity signals; (iii) feature extraction encompassing time-domain statistical features 

(mean, standard deviation, skewness, kurtosis, interquartile range), frequency-domain features (spectral power, 

dominant frequency), and morphological ECG features (R-R intervals, QRS duration, QT interval); and (iv) first-

stage anomaly screening using a lightweight Random Forest model (20 estimators, depth 6) optimized for edge 

deployment, achieving a classification latency of 180 ms per 10-second window. 
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Data failing the first-stage screening (flagged as potentially anomalous) trigger an immediate local alert 

and priority-flagged transmission to the cloud for secondary analysis. Nominal data are batched and transmitted at 

30-second intervals to minimize communication overhead. The edge module maintains a 4-hour local data buffer 

implemented as a SQLite database to support operation during transient network outages. 

3.4 Communication and Networking Layer 

Wireless data transmission from the edge node to the cloud infrastructure employs a dual-path communication 

strategy. Primary connectivity is achieved via Wi-Fi (IEEE 802.11n) using MQTT over TLS 1.3, with QoS level 2 

(exactly-once delivery) for anomaly-flagged data and QoS level 1 (at-least-once delivery) for routine data batches. 

A secondary LoRaWAN path (SX1276 transceiver module, 868 MHz ISM band) provides fallback connectivity in 

environments where Wi-Fi is unavailable, supporting a maximum uplink data rate of 5.47 kbps at the SF7 spreading 

factor. 

The MQTT broker (Eclipse Mosquitto, deployed on the cloud tier) manages topic-based routing of patient 

data streams, segregating individual patient channels and enforcing per-client authentication via client certificate 

mutual TLS. A message retention policy ensures that offline cloud subscribers receive all buffered data upon 

reconnection, maintaining data continuity across transient network disruptions. 

3.5 Cloud Analytics Layer 

Cloud-tier analytics are hosted on a microservices architecture deployed on Amazon Web Services (AWS), 

comprising the following functional services: (i) a data ingestion service (AWS IoT Core) consuming MQTT data 

streams and routing to downstream services; (ii) a time-series database (Amazon Timestream) for persistent, indexed 

storage of physiological data; (iii) an ML inference service (AWS SageMaker endpoint) hosting the trained LSTM 

and XGBoost models; (iv) a data analytics service (Apache Kafka + Apache Spark Streaming) for real-time 

windowed feature computation; and (v) a RESTful API gateway (AWS API Gateway) exposing anonymized data 

access to the clinical dashboard and third-party EHR systems via HL7 FHIR R4 interfaces. 

Data at rest are encrypted using AES-256, and data in transit are protected via TLS 1.3. Access control is 

enforced through AWS Identity and Access Management (IAM) with role-based policies aligned to HIPAA 

minimum-necessary access principles. Comprehensive audit logging via AWS CloudTrail provides a tamper-

evident access record supporting GDPR accountability requirements. 

3.6 Application and Alert Layer 

The application layer presents processed health data and AI-generated insights through two principal interfaces: a 

web-based clinical dashboard (React.js frontend, Node.js backend) for healthcare providers, and a mobile 

application (React Native, iOS and Android) for patients and caregivers. Both interfaces provide real-time 

visualization of physiological trends, anomaly event logs with severity classifications, and medication and 

appointment reminders. 

The alert notification subsystem implements a three-tier priority architecture: (i) Priority 1 (Critical) — 

life-threatening anomalies (e.g., atrial fibrillation, SpO2 < 90%, systolic BP > 180 mmHg) triggering simultaneous 

SMS, push notification, and automated phone call to the on-call clinician within 15 seconds; (ii) Priority 2 (Warning) 

— clinically significant but non-immediately life-threatening deviations triggering mobile push notification and in-

dashboard alert; (iii) Priority 3 (Advisory) — mild deviations from patient-specific baselines delivered as in-app 

notifications for routine clinical review. Alert thresholds combine static clinical reference ranges with personalized, 

patient-specific adaptive baselines computed from the preceding 7-day rolling data window. 

 

4. METHODOLOGY 

4.1 Dataset Description 

The experimental evaluation employs two complementary publicly available clinical datasets: the MIMIC-III 

(Medical Information Mart for Intensive Care III) database and the PhysioNet/Computing in Cardiology Challenge 

2019 dataset. 

MIMIC-III [26] is a large-scale, de-identified clinical database comprising data from over 46,000 ICU 

admissions at the Beth Israel Deaconess Medical Center between 2001 and 2012. For this study, we extracted multi-

parameter physiological waveform records for 8,540 adult patients (age ≥ 18 years) with at least 24 consecutive 

hours of data, encompassing continuous heart rate, arterial blood pressure, SpO2, and body temperature 

measurements. Records with greater than 15% missing values in any parameter were excluded, yielding a final 

dataset of 7,824 patient records (comprising 12,847,320 individual data windows of 10 seconds at 1-second stride). 

The PhysioNet 2019 dataset [27] was used specifically for sepsis onset prediction, comprising 40,336 ICU 

patient records with 40 clinical variables sampled hourly. A subset of 6,244 records with complete vital sign data 

was extracted for temporal anomaly detection evaluation. 

Class distribution analysis revealed significant imbalance in both datasets: adverse events (anomalies) 
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constituted approximately 8.3% of MIMIC-III windows and 7.1% of PhysioNet records. Synthetic Minority Over-

sampling Technique (SMOTE) [28] was applied during training set construction to achieve a balanced 50:50 class 

ratio without risk of contaminating the held-out test set. 

4.2 Data Preprocessing 

Raw physiological data underwent a standardized five-stage preprocessing pipeline: 

• Missing value imputation: Physiological signals with missing values under 10% per window were imputed 

using cubic spline interpolation, preserving temporal continuity. Windows exceeding the 10% missingness 

threshold were excluded. 

• Noise filtering: A 5th-order zero-phase Butterworth bandpass filter (ECG: 0.5–40 Hz; PPG: 0.4–4.0 Hz; BP 

waveform: DC–20 Hz) was applied to remove baseline wander, powerline interference (50/60 Hz notch filter), 

and high-frequency noise. 

• Normalization: Each feature was normalized using z-score standardization (zero mean, unit variance) 

computed on training set statistics and applied consistently to validation and test sets to prevent data leakage. 

• Windowing: Continuous time-series data were segmented into 10-second non-overlapping analysis windows 

(500 samples at 50 Hz effective sampling rate post-downsampling) with 50% overlap for training and non-

overlapping windows for evaluation, yielding a total feature vector dimensionality of 68 per window. 

• Feature extraction: Sixty-eight features per window were extracted, encompassing time-domain statistics (12 

features), frequency-domain spectral features (18 features), morphological ECG features (24 features), and 

cross-parameter correlation features (14 features). 

4.3 Machine Learning Models 

4.3.1 Long Short-Term Memory (LSTM) Network 

The primary deep learning model is a bidirectional LSTM (BiLSTM) network designed for temporal sequence 

classification. The architecture comprises: an input layer accepting sequences of 30 consecutive 10-second feature 

vectors (corresponding to a 5-minute observation window); two stacked BiLSTM layers with 128 and 64 hidden 

units respectively; batch normalization and dropout (rate = 0.3) layers between LSTM stages to mitigate overfitting; 

a dense layer with 32 neurons and ReLU activation; and a sigmoid output neuron for binary anomaly classification. 

The model was implemented in TensorFlow 2.12 (Python 3.10) and trained using the Adam optimizer (learning rate 

= 0.001, β₁ = 0.9, β₂ = 0.999) with binary cross-entropy loss. Training employed early stopping (patience = 10 

epochs) on the validation set F1-score to prevent overfitting, with a maximum of 100 epochs and a batch size of 

128. 

4.3.2 Random Forest Classifier 

A Random Forest ensemble (scikit-learn 1.3, Python 3.10) was trained on the 68-feature vectors as a baseline 

comparator. Hyperparameter optimization was performed via randomized search cross-validation (50 iterations, 5-

fold CV) over the following search space: n_estimators ∈ {100, 200, 300, 500}, max_depth ∈ {10, 20, 30, None}, 

min_samples_split ∈ {2, 5, 10}, max_features ∈ {'sqrt', 'log2'}. Optimal hyperparameters were n_estimators = 300, 

max_depth = 20, min_samples_split = 5, max_features = 'sqrt'. Feature importance analysis using mean decrease in 

impurity was conducted to identify the most diagnostically informative features. 

4.3.3 XGBoost Classifier 

An XGBoost gradient boosting classifier (xgboost 1.7.6) was trained on the same 68-feature representation. 

Hyperparameter optimization employed Bayesian optimization (Optuna framework, 100 trials) over: n_estimators 

∈ [50, 500], max_depth ∈ [3, 10], learning_rate ∈ [0.01, 0.3], subsample ∈ [0.6, 1.0], colsample_bytree ∈ [0.6, 1.0], 

scale_pos_weight = class_negative/class_positive (≈ 11.05 pre-SMOTE). The scale_pos_weight parameter 

explicitly addresses class imbalance within the XGBoost loss function as a complementary strategy to SMOTE. 

4.4 Anomaly Detection Approach 

The final RPM system employs a two-stage hybrid anomaly detection pipeline. Stage 1 (Edge Tier): a lightweight 

Random Forest model (20 estimators, depth 6, inference time 180 ms per window on Raspberry Pi 4B) performs 

rapid first-stage screening. Windows classified as anomalous by Stage 1 are immediately flagged for Stage 2 

processing and trigger a provisional local alert. Stage 2 (Cloud Tier): the BiLSTM model performs high-sensitivity 

secondary analysis on the 5-minute sequence context surrounding the flagged window, providing a calibrated 

probability score and anomaly subcategory classification (arrhythmia, hypoxic event, hypertensive crisis, 

hypotensive event, fever). The two-stage architecture achieves a combined system sensitivity of 97.1% while 

maintaining a false positive rate of 2.8%, compared to a false positive rate of 8.3% for single-stage threshold-based 

alerting. 

4.5 Model Training and Validation Protocol 

All models were trained using a stratified 70/15/15 train/validation/test split applied at the patient level (rather than 

the window level) to prevent data leakage between splits and ensure that no patient's data appeared in multiple 
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partitions. Patient-level stratification maintained the original adverse event prevalence (approximately 8.3%) in each 

partition. Final performance evaluation was conducted exclusively on the held-out test set, which was inaccessible 

during all model development and hyperparameter optimization phases. All reported results represent test set 

performance. 

4.6 Evaluation Metrics 

Model performance was evaluated using the following metrics, chosen for their complementary sensitivity to 

different aspects of classifier performance in imbalanced clinical datasets: 

• Accuracy: Overall proportion of correctly classified windows. Reported for completeness but acknowledged 

as potentially misleading under class imbalance. 

• Precision (Positive Predictive Value): Proportion of anomaly-positive predictions that are true positives; 

reflects clinical alarm fidelity and alarm fatigue burden. 

• Recall (Sensitivity): Proportion of true anomalies correctly detected; reflects clinical safety and missed event 

rate. 

• F1-Score: Harmonic mean of Precision and Recall; primary comparative metric in this study given class 

imbalance. 

• Area Under the ROC Curve (AUC-ROC): Measures discriminative ability across all classification thresholds; 

threshold-independent performance summary. 

• Matthews Correlation Coefficient (MCC): A balanced measure that accounts for all four confusion matrix 

cells; robust under class imbalance. 

• System Latency: End-to-end time from sensor acquisition to alert generation, measured under variable patient 

load (1, 10, 50, 100, 500 concurrent patients). 

 

5. IMPLEMENTATION AND EXPERIMENTAL SETUP 

5.1 Hardware Setup 

The physical prototype consisted of three integrated hardware subsystems. The patient-worn module comprised an 

AD8232 ECG sensor, MAX30102 SpO2/HR sensor, MPX5050GP BP transducer, and MLX90614 infrared 

thermometer, all interfaced to a Raspberry Pi 4B (4 GB RAM) via I2C and SPI buses. An MPU-6050 6-axis 

accelerometer/gyroscope module provided motion artifact detection signals. The wearable assembly was powered 

by a 5,000 mAh lithium-polymer battery, providing approximately 18 hours of continuous operation at full sensor 

sampling rates. 

The edge computing module reused the Raspberry Pi 4B as the onboard processor, executing the data 

acquisition firmware, preprocessing pipeline, and edge ML inference concurrently as separate Python processes 

with inter-process communication via ZeroMQ message queues. The cloud infrastructure was deployed on AWS 

(us-east-1 region) using a combination of EC2 instances (t3.xlarge for ML inference, m5.large for data services), 

managed RDS (PostgreSQL for patient metadata), and Amazon Timestream for time-series physiological data 

storage. 

5.2 Software Stack 

The complete software stack is summarized as follows. Firmware and edge software: Python 3.10, TensorFlow Lite 

2.12 (quantized INT8 BiLSTM model for edge inference), scikit-learn 1.3, Paho MQTT client, SQLite 3.42. Cloud 

services: AWS IoT Core, Amazon Timestream, AWS SageMaker (PyTorch 2.0 runtime for cloud BiLSTM), 

Apache Kafka 3.5, Apache Spark 3.4, FastAPI (REST microservices). Clinical dashboard: React.js 18, D3.js 

(waveform visualization), Material UI. Mobile application: React Native 0.72, Expo SDK 49. All source code 

components were managed in a Git repository with documented dependency environments (conda environment.yml 

for ML components, package.json for frontend components). 

5.3 Experimental Scenarios 

Three experimental scenarios were conducted to comprehensively evaluate the proposed system: 

• Scenario 1 — Offline ML Benchmark: All ML models (BiLSTM, Random Forest, XGBoost) were trained 

and evaluated on the MIMIC-III and PhysioNet datasets using the protocol described in Section 4.5. This 

scenario evaluated pure predictive performance in isolation from system integration factors. 

• Scenario 2 — System Integration Test: The complete end-to-end system (hardware prototype + edge + cloud 

+ alert) was evaluated using physiological data replayed at real-time rates through the hardware sensor 

interfaces. Ground truth anomaly labels from the MIMIC-III dataset were used to assess system-level 

detection accuracy and alert delivery timeliness. 

• Scenario 3 — Scalability and Load Test: The cloud infrastructure was subjected to simulated concurrent 

patient loads of 1, 10, 50, 100, and 500 patients using the Locust load testing framework, measuring end-to-

end latency, cloud CPU utilization, and message throughput at each load level. 
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6. RESULTS AND ANALYSIS 

6.1 Machine Learning Model Performance Comparison 

Table 2 presents the comparative performance of all evaluated ML models on the MIMIC-III test set. The proposed 

BiLSTM model achieved the highest performance across all primary metrics, attaining an accuracy of 97.3%, 

precision of 96.8%, recall of 97.1%, F1-score of 96.9%, AUC-ROC of 0.992, and MCC of 0.941. These results 

represent statistically significant improvements (paired t-test, p < 0.01) over all baseline comparators. 

Table 2. Comparative Performance of ML Models on MIMIC-III Test Set 

Model 
Accuracy 

(%) 

Precision 

(%) 
Recall (%) 

F1-Score 

(%) 
AUC-ROC MCC 

Threshold-based 81.4 74.2 88.6 80.8 0.841 0.634 

Random Forest 93.7 92.4 93.1 92.7 0.961 0.863 

XGBoost 95.1 94.3 95.0 94.6 0.977 0.897 

CNN-1D 94.8 93.9 94.5 94.2 0.974 0.889 

BiLSTM 

(Proposed) 
97.3 96.8 97.1 96.9 0.992 0.941 

 

6.2 Anomaly Subtype Classification Performance 

The BiLSTM model was further evaluated for its ability to classify five clinically defined anomaly subtypes. Table 

3 presents per-class F1-scores for arrhythmia detection, hypoxic episodes (SpO2 < 90%), hypertensive crisis 

(systolic BP > 180 mmHg), hypotensive events (systolic BP < 80 mmHg), and fever (body temperature > 38.5°C). 

Table 3. Anomaly Subtype Classification Performance (BiLSTM, MIMIC-III Test Set) 

Anomaly Subtype Precision (%) Recall (%) F1-Score (%) Clinical Significance 

Arrhythmia 97.2 96.8 97.0 Highest priority 

Hypoxic Episode 98.1 97.6 97.8 Critical – P1 alert 

Hypertensive Crisis 96.4 97.3 96.8 Critical – P1 alert 

Hypotensive Event 95.9 96.7 96.3 Critical – P1 alert 

Fever 96.3 97.0 96.6 P2 warning alert 

 

6.3 System Latency and Scalability 

End-to-end system latency—measured from the moment of sensor data acquisition to the delivery of a Priority 1 

alert—was evaluated under the five concurrent patient load levels described in Section 5.3. At a single-patient load, 

the mean end-to-end latency was 1.84 seconds (edge processing: 0.18 s; MQTT transmission: 0.31 s; cloud 

inference: 1.12 s; alert delivery: 0.23 s). System latency remained under 3 seconds for loads up to 100 concurrent 

patients, confirming real-time operational capability for typical ward or home-monitoring deployment scales. At 

500 concurrent patients, mean latency increased to 4.7 seconds, remaining clinically acceptable for most non-

immediately-critical alert categories but indicating the need for horizontal cloud scaling beyond the single-instance 

configuration evaluated. 

Cloud CPU utilization remained below 65% for loads up to 100 patients, with auto-scaling policies 

triggered at 70% CPU threshold successfully provisioning additional inference capacity within 47 seconds of 

threshold breach. MQTT message throughput peaked at 8,240 messages per second at 500 concurrent patients 

without message loss, confirming the robustness of the Eclipse Mosquitto broker configuration. 

6.4 Comparative Analysis with State-of-the-Art 

Benchmarking the proposed system against the closest state-of-the-art comparators identified in the literature review 

reveals meaningful performance improvements. The proposed BiLSTM model achieves an F1-score of 96.9%, 

representing a 0.7 percentage point improvement over the best previously reported LSTM-based RPM result (96.2%, 

[15]) and a 5.2 percentage point improvement over the best traditional ML result (91.7%, [22]). The two-stage 

hybrid architecture reduces the false positive alarm rate from 8.3% (single-stage threshold) to 2.8%, a 66% reduction 

that substantially mitigates clinical alarm fatigue—a recognized patient safety concern in continuously monitored 

environments [29]. 
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7. DISCUSSION 

7.1 Interpretation of Results 

The superior performance of the BiLSTM model relative to traditional ML baselines is consistent with the 

theoretical advantages of recurrent architectures for temporal sequence modeling. Physiological time series exhibit 

complex, multi-scale temporal dependencies that static feature vectors—even when thoughtfully engineered—

incompletely capture. The bidirectional LSTM architecture's ability to model both forward and backward temporal 

context enables it to identify subtle pre-anomaly physiological patterns (prodromal signatures) that precede overt 

clinical deterioration, supporting the system's early detection capability. 

The high F1-scores achieved for hypoxic episode detection (97.8%) and hypertensive crisis detection 

(96.8%) are particularly clinically relevant, as these conditions are associated with the highest rates of preventable 

in-hospital mortality when detection is delayed. The comparatively lower performance for hypotensive events 

(96.3%), while still clinically excellent, reflects the greater phenotypic heterogeneity of hypotension across patient 

populations, a challenge previously noted in the literature [30]. 

The two-stage hybrid detection architecture successfully balances the competing clinical imperatives of 

sensitivity (detecting all true anomalies) and specificity (minimizing false alarms). By deploying a high-recall, 

moderate-precision first-stage classifier at the edge and a high-precision, high-recall second-stage deep learning 

model in the cloud, the system achieves a false positive rate substantially lower than single-stage approaches while 

maintaining near-equivalent sensitivity. This architecture directly addresses the clinical alarm fatigue problem, 

which has been identified as a Joint Commission National Patient Safety Goal in the United States. 

7.2 Strengths of the Proposed System 

Several distinguishing strengths merit emphasis. First, the end-to-end integration of acquisition, edge computing, 

cloud analytics, and clinical alerting within a single unified architectural framework is a meaningful advance over 

existing piecemeal approaches, enabling coherent system-level optimization and deployment. Second, the sub-2-

second end-to-end latency achieved at single-patient and small-cohort scales (up to 10 patients) positions the system 

appropriately for life-critical monitoring applications. Third, the adaptive, patient-specific baseline alerting 

mechanism reduces the incidence of clinically irrelevant alerts for patients whose physiological norms deviate from 

population reference ranges—a common source of alarm fatigue in fixed-threshold systems. Fourth, the 

comprehensive privacy and security architecture, specifically designed for HIPAA and GDPR compliance, removes 

a critical barrier to clinical deployment that has constrained many research prototypes. 

7.3 Limitations 

Several limitations of the present work must be acknowledged. First, the experimental evaluation relied exclusively 

on retrospective ICU datasets (MIMIC-III, PhysioNet), which may not fully generalize to the physiological signal 

characteristics of ambulatory community patients monitored via wearable IoT sensors. Prospective clinical 

validation with real patient populations in community settings represents an essential next step. Second, the 

hardware prototype, while demonstrating proof-of-concept validity, was evaluated in a controlled laboratory 

environment. Real-world deployment will introduce additional challenges including wearable comfort and 

compliance, sensor displacement artifacts, and heterogeneous wireless network conditions. Third, the ML models 

were trained on a primarily North American ICU population (MIMIC-III), introducing potential demographic bias 

that may limit generalizability to other ethnic or geographic populations. Fourth, the current alert notification 

system, while functional, has not been prospectively evaluated for its impact on clinical workflow integration or 

healthcare provider alert response times in real deployment contexts. 

7.4 Practical and Clinical Implications 

The proposed system has significant potential implications for healthcare delivery at multiple levels. For individual 

patients, particularly those with chronic diseases or reduced mobility, continuous AI-assisted monitoring can enable 

genuinely proactive—rather than reactive—clinical management, with the potential to reduce preventable acute 

deterioration events. For healthcare systems, the demonstrated ability to reduce false positive alert rates by 66% 

compared to threshold-based monitoring directly addresses a documented source of clinical staff burnout and patient 

safety risk. For healthcare policymakers and payers, intelligent RPM systems that demonstrably reduce hospital 

readmissions (projected 15–25% reduction based on system capabilities) and emergency department utilization 

represent a compelling economic value proposition that may justify reimbursement policy support. 

The system's relatively low-cost hardware foundation (Raspberry Pi, commercially available biosensors, 

open-source software stack) positions it as a potential solution for deployment in low- and middle-income healthcare 

settings, addressing the substantial global equity gap in access to continuous patient monitoring capabilities. 

7.5 Future Research Directions 

Several directions for future research emerge from this work. First, prospective clinical trials in community and 

home-monitoring settings are essential to validate system performance with real patient populations and characterize 

the clinical impact on patient outcomes, healthcare utilization, and clinician workflow. Second, federated learning 
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architectures should be explored as a privacy-preserving mechanism for training ML models across distributed 

patient populations without centralizing identifiable health data—a capability that would simultaneously improve 

model generalizability and strengthen GDPR compliance. Third, the integration of 5G cellular connectivity would 

extend system deployability to areas currently served only by LoRaWAN, enabling higher-bandwidth, lower-

latency communication suitable for full ECG waveform streaming rather than derived feature transmission. Fourth, 

the incorporation of additional sensing modalities—including continuous glucose monitoring, respiratory rate, 

electrodermal activity, and patient-reported symptom inputs—would enrich the analytical basis for multi-morbidity 

monitoring. Fifth, the development of explainable AI (XAI) components to generate clinically interpretable anomaly 

explanations alongside alert notifications would support clinical trust and facilitate regulatory approval for AI-

driven medical devices under the FDA's Software as a Medical Device (SaMD) framework. 

8. CONCLUSION 

This paper has presented the design, development, and experimental evaluation of an intelligent, end-to-end Remote 

Patient Monitoring system integrating IoT biosensor networks with advanced AI and machine learning analytics. 

The proposed five-layer architecture—spanning sensor acquisition, edge preprocessing, multi-protocol 

communication, cloud-based deep learning analytics, and multi-channel clinical alerting—addresses the critical 

gaps identified in existing RPM literature, namely the absence of integrated, high-performance, privacy-compliant, 

and scalable solutions. 

The bidirectional LSTM-based anomaly detection model achieved an F1-score of 96.9% and AUC-ROC 

of 0.992 on the MIMIC-III clinical benchmark, outperforming all evaluated baseline approaches. The two-stage 

hybrid edge-cloud detection architecture achieved end-to-end alert delivery latency under 2 seconds for loads up to 

10 concurrent patients and reduced false positive alarm rates by 66% relative to single-stage threshold-based 

approaches. The system demonstrated robust scalability to 100 concurrent patients with latency remaining within 

clinically acceptable bounds. 

These results affirm the technical viability and clinical potential of AI-IoT integrated RPM as a 

transformative approach to chronic disease management, elderly care, and healthcare delivery in resource-

constrained settings. The proposed framework contributes a replicable, open-architecture reference design that can 

serve as a foundation for both further academic research and clinical translation. Future work will focus on 

prospective clinical validation, federated learning integration for privacy-preserving model generalization, and 

extension to 5G-enabled full-waveform monitoring with explainable AI clinical decision support. 
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