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Abstract. Deepfake videos generated using advanced artificial intelligence techniques have become increasingly
difficult to distinguish from authentic content, creating major challenges for digital media authentication as well
as multimedia forensics. Although recent progress has improved deepfake detection, many existing approaches
still show limited cross-domain generalization, vulnerability to adversarial perturbations, and reduced reliability
on unseen datasets. In addition, several detectors depend heavily on dataset-specific artifacts, which cause perfor-
mance degradation under real-world conditions and raise concerns regarding reproducibility as well as practical
deployment. To address these limitations, this study proposes an adversarially robust spatiotemporal deepfake
detection framework that integrates Xception-based spatial feature extraction, bidirectional Long Short-Term
Memory (BiLSTM) temporal modeling, and a Temporal-Aware Attention Fusion (TAF) module for adaptive
feature aggregation. Robustness is improved through Fast Gradient Sign Method (FGSM), and Projected Gradient
Descent (PGD) adversarial training, while the hybrid Marine Predators Algorithm—Genetic Algorithm (MPA—
GA) strategy is used for automated hyperparameter optimization. The framework was evaluated on four bench-
mark datasets, including FaceForensics++ (FF++), Celeb-DF v2, DFDC, and WildDeepfake. Experimental results
obtained from ten independent runs demonstrated accuracies of 98.2 £ 0.3%, 97.1 &+ 0.4%, 95.8 + 0.5%, and 93.9
+ 0.7% on FF++, Celeb-DF v2, DFDC, and WildDeepfake, respectively. During cross-dataset evaluation, the
framework achieved 91.6 + 0.6% accuracy when trained on FF++ and tested on Celeb-DF v2, which indicates
strong transferability across unseen distributions. Under PGD adversarial attacks, the proposed model retained
86.2 £0.8% accuracy, demonstrating improved perturbation resilience. Additionally, Grad-CAM as well as SHAP
analyses provided interpretable forensic evidence supporting model decisions. The proposed framework estab-
lishes a reproducible, robust, and explainable deepfake detection pipeline suitable for practical multimedia foren-
sic applications.

Keywords: Adversarial training, Deepfake detection, Explainable artificial intelligence, Hyperparameter optimi-
zation, Spatiotemporal learning, Temporal attention fusion.

1 INTRODUCTION
Recent advances in generative artificial intelligence as well as deep learning have significantly improved the
quality of synthetic multimedia generation. Deepfake videos produced using generative adversarial networks,
autoencoders, and diffusion-assisted manipulation techniques are now capable of generating highly realistic facial
expressions, lip synchronization, and identity transformations. Publicly available software tools together with
large-scale video datasets have accelerated the development and distribution of manipulated media across social
platforms, entertainment applications, and online communication systems [1]. As result, reliable deepfake detec-
tion has become important research problem in multimedia forensics as well as digital media authentication.
Existing deepfake detection approaches mainly rely on convolutional neural networks, recurrent neural net-
works, and transformer-based architectures to identify spatial artifacts and temporal inconsistencies in manipu-
lated videos. CNN-based models are effective in learning local forgery traces, while temporal architectures such
as LSTM networks improve detection of frame-level inconsistencies across video sequences. Although these
methods have reported high classification accuracy on benchmark datasets, the performance often decreases under
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real-world conditions involving video compression, blur, frame loss, and unseen manipulation distributions [2][3].
This limitation restricts the practical deployment of many current detection systems.

Another important challenge is the robustness as well as interpretability of deepfake detectors. Adversarial
perturbations can alter input distributions and significantly reduce detection accuracy, even in high-performing
architectures. Furthermore, many existing models operate as black-box systems and provide limited forensic evi-
dence to explain prediction decisions. In multimedia forensic applications, interpretable outputs are important for
validating manipulated regions, and improving user confidence in automated detection systems. Therefore, robust
and interpretable deepfake detection frameworks with improved cross-domain generalization remain active re-
search area [4].

Despite recent progress in deepfake detection, several practical limitations continue to affect deployment reli-
ability. Deepfake detectors trained on benchmark datasets frequently experience performance degradation when
exposed to compressed or low-quality videos. Models evaluated on unseen datasets also demonstrate limited gen-
eralization because of overfitting to dataset-specific artifacts. In addition, adversarial perturbations can signifi-
cantly reduce classifier stability, and increase false predictions [5]. Another concern is the lack of transparency in
deep learning-based forensic systems, where prediction decisions are often difficult to interpret. These challenges
are summarized as follows:

Practical Issue Current Failure
Compressed videos Accuracy collapse
Unseen datasets Poor generalization
Adversarial perturbation Vulnerability
Black-box outputs Low forensic trust

The aim of this study is to develop a robust and interpretable spatiotemporal deepfake detection framework
with improved cross-domain generalization for multimedia forensic applications.
The major objectives of this study are as follows:
1. To learn spatial forgery representations using the Xception-based feature extraction framework.
2. To capture temporal inconsistencies across the video frames using LSTM-based sequence modeling.
3. To improve adversarial robustness through FGSM, and PGD-based adversarial training strategies.
4. To optimize model hyperparameters using the hybrid Marine Predators Algorithm-Genetic Algorithm
(MPA-GA) optimization framework.
5. To provide interpretable forensic evidence using the explainable artificial intelligence techniques.

This study focuses only on video-based deepfake detection using RGB video frames. The framework is de-
signed for facial manipulation detection in benchmark multimedia forensic datasets. Audio deepfake detection,
and multimodal audio-visual synchronization analysis are outside the scope of this work. Similarly, the proposed
system does not address fully synthetic diffusion-generated videos or text-to-video generation frameworks.

Although recent deepfake detection studies have reported strong benchmark performance, several limitations
still remain unresolved. Existing models often show reduced cross-domain robustness because of overfitting to
dataset-specific visual artifacts [6][7]. Adversarial resilience also remains limited, particularly under perturbation-
based attacks such as FGSM as well as PGD. In optimization strategies, most current methods use fixed hyperpa-
rameter configurations or isolated tuning approaches without joint optimization of temporal, robustness, and fu-
sion parameters. Furthermore, explainability in deepfake detection is still largely dependent on posthoc visualiza-
tion methods without systematic forensic interpretation (see Table 1).

Table 1. Summary of Research Gap

Research Gap Existing Limitation

Cross-domain robustness Dataset overfitting

Adversarial resilience Weak attack robustness
Optimization Limited joint hyperparameter search
Interpretability Mostly posthoc

The main contributions of this study are summarized as follows:
1. A spatiotemporal fusion framework integrating Xception-based spatial learning, and LSTM-based tem-
poral modeling for the deepfake video detection.
2. A hybrid MPA-GA hyperparameter optimization strategy for improving the model convergence and
parameter selection.
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3. The adversarial training framework integrating FGSM, and PGD perturbation learning to improve ro-
bustness against attacks and distortions.

4. The comprehensive cross-dataset forensic evaluation conducted on FaceForensics++, Celeb-DF, DFDC,
and WildDeepfake datasets to assess generalization capability and interpretability.

2 Proposed Methodology

2.1  Overall Pipeline

The proposed framework is designed as robust spatiotemporal deepfake detection system integrating spatial fea-
ture learning, temporal dependency modeling, adversarial robustness training, and explainable forensic analysis
within unified architecture. The complete framework is illustrated in Fig. 2. Initially, the input video is decom-
posed into uniformly sampled RGB frames, which are normalized, and resized before feature extraction. Xcep-
tionNet is employed as the spatial backbone network to capture manipulation-related visual artifacts from indi-
vidual frames. The extracted frame-level embeddings are then processed through bidirectional Long Short-Term
Memory (BiLSTM) network to model temporal inconsistencies as well as inter-frame motion irregularities com-
monly observed in manipulated videos.
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Fig. 1. Proposed adversarially robust spatiotemporal deepfake detection framework integrating Xcep-
tion-based spatial encoding, LSTM temporal modeling, Temporal-Aware Attention Fusion (TAF), adver-
sarial training, and explainability modules.

To improve the feature representation capability, spatial, and temporal embeddings are integrated through the
proposed Temporal-Aware Attention Fusion (TAF) module. The fused representation is then forwarded to fully
connected classification layers for binary real/fake prediction. During training, adversarial robustness is improved
through the incorporation of FGSM-, and PGD-generated adversarial samples. Furthermore, Grad-CAM, and
SHAP modules are utilized to provide interpretable forensic visualizations highlighting discriminative manipu-
lated facial regions as well as feature-level importance distributions.

2.2 Input Representation and Preprocessing
Let an input video sequence be represented as [8]:

V={fufo fr}
(1
Where, f, € RE*W*3 denotes the RGB frame at the temporal index t, and H, and W represent the frame height
as well as width, respectively. In the proposed framework, T = 16 frames are uniformly sampled from each video
sequence to preserve the temporal continuity while maintaining the computational efficiency.
Each frame is resized to 224 X 224 pixels, and normalized using the channel-wise mean, and standard devia-
tion values computed from the training distribution [9]:
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Where, u, and ¢ denote the RGB channel-wise mean, and standard deviation vectors, respectively. The nor-
malized frame sequence is subsequently forwarded to the spatial feature extraction module.

Uniform temporal sampling is adopted to reduce the redundancy in highly correlated neighboring frames, and
ensure the consistent temporal coverage across videos with different durations as well as frame rates. This pre-
processing strategy also improves training stability as well as reduces the computational overhead during sequence
modeling.

2.3  Spatial Feature Extraction Using XceptionNet
Spatial forgery artifacts are extracted using XceptionNet because of its capability to learn fine-grained manipula-
tion traces through depthwise separable convolutions. Compared with conventional convolutional architectures,
XceptionNet reduces parameter complexity while preserving discriminative representation capability. This prop-
erty is particularly beneficial for deepfake detection, where subtle inconsistencies in facial textures, blending
boundaries, illumination distributions, as well as compression artifacts must be identified.
For each normalized frame f,, the spatial feature representation is defined as [10]:
KO =w(f)
A3)
Where, ¥ () denotes the XceptionNet mapping function. The extracted embedding is represented as:
F® ¢ Reo4s
N
“4)
Where, Fs(t) corresponds to the high-dimensional spatial feature vector associated with the frame t. The spatial
embeddings extracted from all sampled frames are aggregated to form the temporal feature sequence:
E=F"EY, . K"
)
These embeddings encode discriminative visual patterns associated with the manipulated facial regions, and
provide the primary representation for the subsequent temporal modeling.

2.4  Temporal Modeling Using Bidirectional LSTM
Although frame-level spatial representations provide important forgery cues, manipulated videos frequently ex-
hibit temporal inconsistencies across consecutive frames. To model such dependencies, bidirectional Long Short-
Term Memory (BiLSTM) network is employed. The BiLSTM architecture enables simultaneous forward, and
backward temporal sequence learning, thereby improving the representation of motion discontinuities as well as
temporal artifacts.
Given the spatial embedding sequence F, the temporal representation is computed as:
he = [(E, hy_y)
(6)
Where, I'(-) denotes the LSTM transition function, h;_, represents the hidden state from the previous temporal
step, and which is represented by:
ht € ]RZSG
(7
This denotes the temporal embedding at frame index t. The hidden dimension is fixed to 256 units in all ex-
periments.
The bidirectional temporal representation is obtained by concatenating the forward as well as backward hidden
states, given by:
he' = [hg; by
o (8)
Where, h;, and h; denote the forward, and backward hidden representations, respectively. The resulting tem-
poral embedding encodes the inter-frame dependencies, and motion-related inconsistencies associated with the
manipulated videos.

2.5 Temporal-Aware Attention Fusion (TAF)

To effectively integrate spatial forgery representations as well as temporal consistency information, the proposed
framework introduces Temporal-Aware Attention Fusion (TAF) module. Unlike direct concatenation-based fu-
sion approaches, the TAF module adaptively learns the relative contribution of spatial as well as temporal features
through attention-guided aggregation. The initial fusion operation is defined as [11]:
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Here, W;, and W, denote the trainable projection matrices for the spatial, and temporal embeddings, respec-
tively, b represents the bias term, and ¢ (-) denotes the nonlinear activation function implemented using the Gauss-
ian Error Linear Units (GELU). The resulting fused embedding z; jointly captures the appearance-based as well
as temporal forgery information.
To emphasize the temporally informative representations, attention coefficients are computed as:
a; = softmax(W,z;)
(10)
Where, W, represents the trainable attention projection matrix, and a; denotes the normalized attention score
associated with the temporal step t.
The final attention-weighted representation is obtained as [12]:
2=Y{1a 7
an
Where, Z denotes the globally fused feature representation used for the final classification. The TAF module
enables adaptive weighting of the temporally informative frames while suppressing redundant, or low-confidence
representations.
The final binary prediction is computed as:
y=oW.z+ b)
(12)

where W,, and b, denote the classifier parameters, and o (-) represents the sigmoid activation function.

2.6 MPA-GA Hyperparameter Optimization
To improve convergence stability as well as model robustness, hybrid Marine Predators Algorithm—Genetic Al-
gorithm (MPA-GA) optimization strategy is employed for automated hyperparameter tuning. Importantly, the
proposed MPA-GA module does not optimize neural network weights. Instead, it performs optimization over
selected training as well as fusion-related hyperparameters.

The optimization framework jointly searches for optimal combinations of learning rate, dropout ratio, sequence
length, adversarial regularization coefficient, and fusion embedding dimension. The hyperparameter search space
is summarized in Table 2.

Table 2. Hyperparameter search space for MPA-GA optimization

Parameter Range
Learning rate 107% — 1073
Dropout 0.1-0.5
Sequence length (T) 8-32
Adversarial coefficient (\lambda) 0.1-1
Fusion dimension 128 — 1024

The optimization objective is formulated as [13]:
J = wA + wR — w3l
Where, A denotes the classification accuracy, R represents the adversarial robustness, L, corresponds to vali-
dation loss, and w4, w,, and w5 denote the weighting coefficients controlling the optimization balance.
During the global exploration phase, the Marine Predators Algorithm updates candidate solutions according to
the predator-prey interaction dynamics [14]:
t+1
Xi( ) _ Xi(t) +B(P® _Xi(t))
Here, X i(t) denotes the i-th candidate solution at iteration t, P() represents the elite solution, and g is the
adaptive exploration coefficient.
Subsequently, the Genetic Algorithm performs the local exploitation using crossover as well as mutation oper-
ations [15]:
Xnew = T]Xa + (1 - n)Xb
where X, and X}, denote the parent solutions, and 7 represents the crossover coefficient.
The optimization parameters used throughout all experiments are summarized in Table 3.

Table 3. MPA-GA optimization parameters
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Parameter Value

Population size 30
Generations 40
Crossover rate 0.8
Mutation rate 0.1

The hybrid exploration-exploitation strategy enables the efficient hyperparameter optimization while reducing
the manual tuning requirements.

2.7  Adversarial Training Strategy
To improve robustness against perturbation-based attacks, adversarial training is incorporated using Fast Gradient
Sign Method (FGSM), and Projected Gradient Descent (PGD). These perturbation strategies simulate realistic
adversarial conditions frequently encountered in multimedia forensic environments.

FGSM adversarial samples are generated as [16]:

Xady =X T € sign(VxL(x, y))

where x denotes the clean input frame, y represents the ground-truth label, € is the perturbation magnitude, and
L corresponds to the classification loss function.

PGD adversarial perturbations are iteratively computed as [17]:

Xer1 = e (e + a - sign(Ve L(xy, ¥)))
Where, a denotes the step size, and I1, projects the perturbed samples into the allowable perturbation region.
The adversarial training parameters are summarized in Table 4.

Table 4. Adversarial training configuration

Attack € Iterations
FGSM 0.01 1
PGD 0.03 10

The final optimization objective combines clean, and adversarial losses [18]:
Ltotal = Lclean + ALadv
where A controls the contribution of the adversarial regularization during training.

2.8  Explainability and Forensic Interpretation
Interpretability is incorporated into the proposed framework to provide visual forensic evidence supporting pre-
diction decisions. Grad-CAM is utilized to generate localization heatmaps identifying discriminative manipulated
facial regions influencing classifier outputs.

The Grad-CAM activation map is computed as [19]:

LCGrad—CAM = RelLU (Z ali Ak)

K
where A* denotes the activation map corresponding to the feature channel k, and af represents the gradient-

based importance weight associated with class c.
In addition, SHAP analysis is employed to estimate the feature-level contributions using Shapley value decom-
position [20][21]:
[SITAF1I-=1S1-1)!
[F 1!

¢ =

SCF\{i}

where ¢; denotes the contribution of feature i, F represents the complete feature set, and f () corresponds to
the prediction function.

The explainability framework is intended solely for the interpretability as well as forensic visualization. It is
not integrated into the optimization objective, and does not directly influence the model training, or parameter
updates.

FSuh - f(S)]

3 Experimental Setup

3.1 Datasets
The proposed framework was evaluated on four publicly available benchmark datasets widely used in multimedia
forensics research, namely FaceForensics++ (FF++), Celeb-DF v2, DeepFake Detection Challenge (DFDC), and
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WildDeepfake. These datasets collectively provide variations in manipulation techniques, compression levels,
illumination conditions, facial poses, and recording environments, thereby enabling rigorous evaluation of robust-
ness as well as cross-domain generalization [22—24].

FaceForensics++ was used with the ¢23 compression setting because it provides balanced trade-off between
visual quality, and realistic compression artifacts commonly observed in social media videos. Celeb-DF v2 was
selected because of the high-quality manipulations, and reduced visual artifacts compared with earlier datasets.
DFDC introduces substantial diversity in recording conditions, and manipulation styles, while WildDeepfake con-
tains unconstrained internet-sourced deepfake videos with significant real-world noise as well as compression
variability.

For all datasets, frames were extracted using uniform temporal sampling. A total of 16 RGB frames were sam-
pled from each video sequence as well as resized to 224 x 224 resolution before normalization. Dataset splitting
was performed at the video level to prevent frame-level leakage between training as well as testing sets. The
dataset partitioning strategy used throughout all experiments is summarized in Table 5.

Table 5. Dataset partitioning and preprocessing configuration

Dataset Compression Train Validation  Test Frame Strategy

FaceForen- c23 70% 10% 20% Uniform sampling (16

sics++ frames/video)

Celeb-DF v2 Original 70% 10% 20% Uniform sampling (16
frames/video)

DFDC Original 70% 10% 20% Uniform sampling (16
frames/video)

WildDeepfake Original 70% 10% 20% Uniform sampling (16
frames/video)

Fig. 3 presents representative samples from the datasets used in this study, illustrating variations in
facial manipulation quality, compression artifacts, illumination conditions, as well as background com-

plexity.
FaceForensics++ (c23) Celeb-DF v2 wadoeepme

Manipulation
Quality
mm.mm .. .l. I. j.i
. ol = T8 (&3
ARA 26
4 LI

Fig. 2. Representative samples from FaceForensicst+, Celeb-DF v2, DFDC, and WildDeepfake datasets illus-
trating variations in manipulation quality and recording conditions.

3.2 Evaluation Metrics
The proposed framework was evaluated using multiple classification, robustness, as well as calibration metrics to
ensure comprehensive performance assessment. Classification accuracy is defined as [25]:
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TP+ TN
TP+TN + FP+FN
Where, TP, TN, FP, and FN denote true positives, true negatives, false positives, and false negatives, respec-
tively.
Precision as well as recall are computed as [26][27]:

Accuracy =

Precision = —
recision TP T FP

Recall = e
T TP Y FN

The F1-score is calculated as the harmonic mean of precision, and recall [28][29]:

2 X Precision X Recall
F1l=

Precision + Recall
The Area Under the Receiver Operating Characteristic Curve (AUC) was used to measure discriminative ca-

pability across decision thresholds. Balanced Accuracy (BA) was also employed to account for potential class
imbalance [30][31]:

1, TP TN
B4 ZE(TP TPV TN FP)
Equal Error Rate (EER) was computed at the operating threshold where False Acceptance Rate (FAR) equals
False Rejection Rate (FRR) [32]:
EER = FAR(t) = FRR(7)

Calibration performance was evaluated using the Expected Calibration Error (ECE) [33][34]:
M

| By |
ECE = — | acc(B,,) — conf(B,,) |
=1

m=
Where, B,, denotes the confidence bin, n is the total number of samples, acc(B,,) represents the empirical
accuracy, and conf(B,,) corresponds to the average confidence.
Adversarial Accuracy was also measured under the FGSM, and PGD perturbations to evaluate the robustness
against adversarial attacks.

3.3  Baseline Models

To ensure fair comparison, the proposed framework was evaluated against widely used CNN-based, recurrent,
and transformer-based deepfake detection architectures. All baseline models were initialized using publicly avail-
able pretrained ImageNet weights, and subsequently finetuned on the corresponding deepfake datasets using iden-
tical preprocessing as well as training protocols. The baseline configurations are summarized in Table 6.

Table 6. Baseline models and training configuration

Model Backbone Source Initialization Training Strategy

Xception ImageNet pretrained Finetuned Frame-level finetuning

EfficientNet-B4 ImageNet pretrained Finetuned Frame-level finetuning

MesoNet Public implementation Retrained End-to-end training

CNN-LSTM ImageNet pretrained Finetuned Temporal sequence learning

CNN

Vision Transformer (ViT- ImageNet-21K pre- Finetuned Transformer finetuning

B16) trained

Swin Transformer ImageNet pretrained Finetuned Hierarchical transformer fine-
tuning

Proposed Framework Xception pretrained Finetuned Spatiotemporal adversarial
training

All baseline models were trained using the same dataset partitions, batch size, optimizer configuration, and eval-
uation protocol to ensure experimental consistency.

3.4 Implementation Details
The proposed framework was implemented using Python 3.10 with the PyTorch deep learning framework. All
experiments were conducted on workstation equipped with NVIDIA RTX 4090 GPU with 24 GB VRAM as well
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as CUDA 12.1 acceleration. The AdamW optimizer was used for parameter optimization because of the improved
regularization capability compared with conventional Adam optimization.

Training was performed for 50 epochs using batch size of 32. The initial learning rate was initialized at
1 x 107*, and updated using cosine annealing scheduling. Early stopping with patience of 8 epochs was applied
to prevent overfitting. To ensure statistical reliability, all experiments were repeated across 10 independent runs
using different random seeds. Mean performance values, and standard deviations are reported throughout the
study. The implementation configuration is summarized in Table 7.

Table 7. Implementation and training configuration

Parameter Value

GPU NVIDIA RTX 4090
Framework PyTorch 2.1
Batch size 32

Epochs 50

Optimizer AdamW

Initial learning rate 1x10—4
Scheduler Cosine annealing
Weight decay 1x10—4

Runs 10

Random seed control Enabled

Input resolution 224x224
Sequence length 16 frames

The average training time per epoch was approximately 11.4 minutes for the proposed framework, while the
inference speed was measured at 41 frames per second on the RTX 4090 GPU.

3.5 Cross-Dataset Evaluation Protocol

To evaluate the cross-domain generalization capability, additional cross-dataset evaluation protocol was em-
ployed. In this setting, the model was trained exclusively on FaceForensics++ (c23 compression), and evaluated
independently on Celeb-DF v2, DFDC, and WildDeepfake without additional finetuning. This protocol enables
assessment of robustness against unseen manipulation styles as well as dataset-specific distribution shifts.

The cross-dataset protocol used in this study is summarized in Table 8.

Table 8. Cross-dataset evaluation protocol

Training Dataset Testing Dataset Purpose

FaceForensics++ Celeb-DF v2 Cross-manipulation evaluation

FaceForensics++ DFDC Real-world generalization

FaceForensics++ WildDeepfake Internet-scale robustness evalua-
tion

The cross-domain evaluation protocol provides more rigorous assessment of practical deployment capability
compared with conventional within-dataset testing alone.

4 Results and Discussion

4.1 Main Performance Results

The proposed adversarially robust spatiotemporal framework was evaluated on four benchmark datasets, namely
FaceForensics++ (FF++), Celeb-DF v2, DFDC, and WildDeepfake. Performance was compared against repre-
sentative CNN-based, recurrent, and transformer-based deepfake detection models under identical training as well
as preprocessing configurations. All reported values correspond to the mean, and standard deviation obtained from
10 independent experimental runs using different random seeds.

The results on FaceForensics++ are summarized in Table 9. The proposed framework achieved the highest
performance across all evaluation metrics, with accuracy of 98.2 £ 0.3%, F1-score of 98.0 £ 0.4%, and AUC of
0.992 + 0.002. The proposed framework achieved better discriminative ability and less variance across repeated
runs as compared to the Vision Transformer and Xception baselines.
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Table 9. Performance comparison on FaceForensics++ (¢23)

Model Accuracy (%) Precision (%) Recall (%) F1-score (%) AUC
Xception 94.2+0.4 93.8+0.5 93.4+0.6 93.6+0.4 0.965+0.003
EfficientNet- 95.1+£0.5 94.8+0.4 94.540.5 94.6+0.5 0.972+0.002
B4

CNN-LSTM 95.6+0.4 95.2+0.5 95.0+0.4 95.1+0.5 0.976+0.002
ViT-B16 96.1+0.3 95.8+0.4 95.5+0.5 95.6+0.4 0.981+0.002
Swin Trans- 96.5+0.4 96.1£0.5 95.9+0.4 96.0+0.4 0.984+0.002
former

Proposed 98.2+0.3 98.1+0.3 97.9+0.4 98.0+0.4 0.992+0.002
Framework

The results on Celeb-DF v2 are presented in Table 10. Because Celeb-DF v2 contains highly realistic manipu-
lations with reduced visible artifacts, the dataset presents greater detection difficulty. Nevertheless, the proposed
framework maintained stable performance with accuracy of 97.1 £ 0.4%, outperforming transformer-based base-
lines by more than 1.5%.

Table 10. Performance comparison on Celeb-DF v2

Model Accuracy (%) F1-score (%) AUC

Xception 91.840.6 91.440.5 0.949+0.004
EfficientNet-B4 93.5+0.5 93.1+0.6 0.958+0.003
CNN-LSTM 94.2+0.5 93.840.4 0.964+0.003
ViT-B16 95.3+0.4 95.0+0.5 0.972+0.002
Proposed Framework 97.1+£0.4 96.8+0.5 0.986+0.002

The proposed framework also demonstrated stable performance on DFDC as well as WildDeepfake datasets,
as shown in Tables 11 as well as 12. The lower performance observed on WildDeepfake is expected because of
uncontrolled internet-scale compression artifacts, occlusions, as well as varying illumination conditions.

Table 11. Performance comparison on DFDC

Model Accuracy (%) F1-score (%) AUC

Xception 89.9+0.7 89.5+0.6 0.931+0.005
ViT-B16 93.140.5 92.840.5 0.961+0.003
Proposed Framework 95.8+0.5 95.4+0.4 0.978+0.002

Table 12. Performance comparison on WildDeepfake

Model Accuracy (%) F1-score (%) AUC

Xception 86.2+0.8 85.9+0.7 0.902+0.006
ViT-B16 91.0+0.6 90.5+0.5 0.944+0.004
Proposed Framework 93.9+0.7 93.4+0.6 0.967+0.003
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Fig. 3. Comparative performance analysis of baseline models and the proposed framework across FF++,
Celeb-DF v2, DFDC, and WildDeepfake datasets.
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As illustrated in Fig. 3, the proposed framework consistently achieved the highest Accuracy, F1-score, and
AUC values across all evaluated datasets. The performance advantage became more noticeable on challenging
datasets such as DFDC as well as WildDeepfake, indicating improved robustness under varying manipulation
characteristics, and real-world recording conditions. Furthermore, the smaller performance degradation observed
across datasets demonstrates the effectiveness of the proposed spatiotemporal fusion, and adversarial training
strategy in learning generalized forgery representations.

4.2  Cross-Dataset Generalization

Cross-domain robustness was evaluated by training the framework exclusively on FaceForensics++ (c23), and
testing directly on unseen datasets without finetuning. This protocol evaluates the generalization capability under
distribution shifts as well as unseen manipulation styles.

The results are summarized in Table 13. The proposed framework achieved 91.6 + 0.6% accuracy on Celeb-
DF v2, indicating improved transferability compared with conventional CNN, and transformer baselines. The
performance degradation observed on DFDC, and WildDeepfake is attributed to higher variability in recording
conditions, and internet-scale compression artifacts.

Table 13. Cross-dataset generalization results

Training Dataset Testing Dataset Accuracy (%) F1-score (%) AUC

FF++ Celeb-DF v2 91.6+0.6 91.1+£0.5 0.952+0.004
FF++ DFDC 88.4+0.7 87.9+0.6 0.934+0.005
FF++ WildDeepfake 84.9+0.8 84.1+0.7 0.912+0.006

Fig. 4 illustrates the cross-dataset generalization capability of the proposed framework when trained on Face-
Forensics++, and evaluated on unseen datasets. Gradual reduction in accuracy is observed as the domain discrep-
ancy between the source, and target datasets increases. Nevertheless, the framework-maintained accuracies above
84% across all unseen datasets, demonstrating the effectiveness of the proposed spatiotemporal fusion, and ad-
versarial training strategy in learning transferable forgery representations. The highest cross-domain performance
was achieved on Celeb-DF v2 (91.6%), whereas WildDeepfake exhibited the largest performance reduction be-
cause of unconstrained recording conditions, severe compression artifacts, and substantial distribution shifts.

98
FF++1 98.2
86

FF++ Celeb-DF v2 DFDC  WildDeepfake
Testing Dataset

Fig. 4. Cross-dataset generalization performance of the proposed framework trained on FaceForensics++
and evaluated on unseen datasets.
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4.3  Adversarial Robustness
The robustness of the proposed framework was evaluated under FGSM, PGD, DeepFool, and transfer-based ad-
versarial attacks. Adversarial accuracy was computed under identical perturbation constraints for all compared
models.

The results shown in Table 14 demonstrate that adversarial training substantially improved perturbation resili-
ence. Under PGD attacks, the proposed framework retained 86.2 + 0.8% adversarial accuracy, significantly out-
performing ViT-B16 as well as Xception baselines.
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Table 14. Adversarial robustness evaluation on Celeb-DF v2

Model Clean Accuracy (%) FGSM (%) PGD (%) DeepFool Transfer Attack
(%) (%)

Xception 91.8+0.6 73.5+0.9 69.2+1.1 71.0+£0.8 74.1£0.9

ViT-B16 95.3+0.4 80.1+0.8 76.4+0.9 78.0+0.8 80.5+0.7

Proposed Frame- 97.1+0.4 89.4+0.7 86.2+0.8 87.1+0.7 88.3+0.6

work

The robustness characteristics of the evaluated models are illustrated in Fig. 5. The proposed framework consist-
ently maintained higher adversarial accuracy across all attack scenarios compared with Xception, and ViT-B16
baselines. The largest performance degradation was observed under PGD attacks, which generate stronger itera-
tive perturbations than FGSM. Nevertheless, the proposed framework retained 86.2% accuracy under PGD con-
ditions, indicating that adversarial training effectively improved decision boundary stability. Furthermore, the
smaller degradation gap observed across all attack types demonstrates that the proposed spatiotemporal fusion,
and robustness-aware optimization strategy improved resistance to both white-box as well as transfer-based ad-
versarial attacks.

(a) Adversanal Accuracy (b) Accuracy Degradation
1
\ -8~ Xception
95 ™ - VIT-816
~&~ Proposad Framework 201
G0
=
-~ T 154
&# 8_
~ 85 =4
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v 10l
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< o
=
<
75 51
-8~ Xception
'l - ViT-816
70 1 04 ~d~ Proposed Framework
Claan FGSM PGD Ucr‘bko:zl fransfer Cloan +GSM PGD l)«:t';;l»or.-l 'van‘t.f("

Fig. 5. Adversarial robustness comparison under FGSM, PGD, DeepFool, and transfer attacks.

4.4  Ablation Study
The ablation study has been conducted to evaluate the contribution of each framework component. The experi-
ments were performed on FaceForensics++ under identical training settings.

The results in Table 15 indicate that each module contributed incrementally to performance improvement. The
accuracy increased from 94.2% to 95.6% with the addition of temporal modeling, and further improved to 96.8%
with the TAF fusion module. Adversarial training significantly improved robustness, and final classification per-

formance. The complete framework incorporating MPA-GA optimization achieved the highest accuracy of 98.2
+0.3%.

Table 15. Ablation study on FaceForensics++

Configuration Accuracy (%) F1-score (%) AUC

Xception only 94.2+0.4 93.6+0.4 0.965+0.003
Xception + LSTM 95.6+0.4 95.14£0.5 0.976+0.002
+ TAF fusion 96.8+0.4 96.4+0.4 0.984+0.002
+ adversarial training 97.5+0.3 97.1£0.4 0.988+0.002
+ MPA-GA optimization 98.2+0.3 98.0+0.4 0.992+0.002

4.5  Calibration Analysis
Calibration performance was evaluated using Expected Calibration Error (ECE) to assess probability reliabil-

ity. Lower ECE values indicate improved agreement between prediction confidence as well as empirical accuracy
(see Table 16).
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Table 16. Calibration analysis on FaceForensics++

Model Accuracy (%) ECE |

Xception 94.2+0.4 0.043+0.003
ViT-B16 96.1+0.3 0.028+0.002
Proposed Framework 98.240.3 0.011+0.001

The reliability diagrams presented in Fig. 7 further validate the calibration characteristics of the evaluated
models. The proposed framework was the closest one to the ideal calibration line with the highest agreement
between the predicted confidence and the observed classification accuracy. In contrast, Xception, and ViT-B16
demonstrated larger deviations from perfect calibration, particularly in high-confidence prediction regions. The
lower Expected Calibration Error (ECE) 0of 0.011 achieved by the proposed framework confirms that the generated
probability estimates are more reliable as well as better calibrated for practical forensic decision-making. Im-
proved calibration is particularly important in deepfake detection applications where confidence scores may in-
fluence downstream verification as well as content moderation processes.

Reliability Diagram

1.0
0.8
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= 0.6
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o ~#— ViT-B16 (ECE = 0.028)
#° —i— Proposed Framework (ECE = 0.011)
0.0 . v - :
0.0 0.2 0.4 0.6 0.8 1.0

Predicted Confidence

Fig. 6. Reliability diagrams comparing calibration behavior of baseline models and the proposed frame-
work.

4.6  Explainability Analysis
Grad-CAM, and SHAP analyses were performed to provide the qualitative forensic interpretation of the model
predictions. Grad-CAM visualizations consistently localized the manipulated facial regions around the eyes,
mouth, and blending boundaries, indicating that the model focused on semantically meaningful forgery regions
rather than the background artifacts.

SHAP analysis revealed that temporal inconsistency features, and high-frequency spatial artifacts contributed
the most strongly to deepfake classification decisions. The proposed framework also achieved the insertion, and
deletion faithfulness scores of 0.81 4+ 0.03, and 0.24 + 0.02, respectively, demonstrating the consistent explanation

quality.
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Fig. 7. Grad-CAM and SHAP visualizations highlighting manipulated facial regions and feature im-
portance distributions across different datasets.

SHAP

Grad-CAM, and SHAP visualizations are presented in Fig. 7. The generated activation maps consistently concen-
trated on manipulated facial regions, particularly around the eye contours, mouth boundaries, facial blending re-
gions, as well as texture transition areas. Across all evaluated datasets, the proposed framework demonstrated
limited attention toward background regions, indicating that classification decisions were mainly driven by se-
mantically meaningful forgery-related cues. Furthermore, SHAP attribution analysis revealed that temporal in-
consistency features as well as localized high-frequency artifacts contributed most strongly to deepfake classifi-
cation. These observations support the reliability of the proposed framework, and demonstrate that the learned
representations correspond to meaningful forensic evidence rather than dataset-specific background artifacts.

4.7  Statistical Validation
All experiments are repeated over 10 independent runs with different random seeds to ensure statistical reliability,
and statistical significance is evaluated with paired two-tailed t-tests. Cohen’s d effect size was also computed to
quantify practical significance.

The 95% confidence interval was calculated as:

o
Cl=x%1.96 N

Where, X denotes the sample mean, o represents the standard deviation, and n = 10 corresponds to the number

of runs.
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Table 17. Statistical significance analysis on FaceForensics++

Comparison p-value Cohen’s (d) 95% CI
Proposed vs Xception 2.3 x 1076 3.41 ([97.9,98.5])
Proposed vs ViT-B16 7.1x 107 2.18 ([97.8,98.4])
Proposed vs Swin Trans- 1.4 x 1073 1.96 ([97.8,98.4])
former

The low p-values as well as large effect sizes confirm the statistical significance of the observed performance
improvements (see Table 17).

4.8 Computational Analysis

Computational efficiency was evaluated using frames per second (FPS), parameter count, and floating-point op-
erations (GFLOPs). Although the proposed framework introduced additional temporal, and attention modules, it
maintained practical inference efficiency suitable for offline forensic analysis, as presented in Table 18.

Table 18. Computational complexity analysis

Model FPS Parameters (M) GFLOPs
Xception 62 22.9 8.4
EfficientNet-B4 54 19.3 9.7
ViT-B16 37 86.4 17.6
Swin Transformer 33 88.1 18.2
Proposed Framework 41 34.7 12.9

The proposed framework achieved balanced trade-off between detection performance as well as computational
complexity, while maintaining real-time inference capability on high-performance GPU hardware.

5 Discussion

5.1 Robustness and Generalization Analysis

The experimental results demonstrate that the proposed framework achieved consistent improvements in both
within-domain, and cross-domain deepfake detection performance. The robustness improvement can mainly be
attributed to the integration of adversarial training, temporal sequence modeling, and automated hyperparameter
optimization. Conventional deepfake detectors often exhibit substantial performance degradation under adversar-
ial perturbations because they rely heavily on spatial texture artifacts that can be manipulated through small input
modifications. In contrast, the incorporation of FGSM-, and PGD-based adversarial augmentation exposed the
model to perturbed samples during training, thereby improving decision boundary stability and increasing resili-
ence against attack-based distribution shifts. The adversarially trained framework maintained PGD robustness
accuracy of 86.2 £ 0.8%, which substantially exceeded the robustness performance of conventional CNN and
transformer baselines.

The temporal modeling component also contributed significantly to robustness improvement. Frame-level de-
tectors frequently overfit dataset-specific spatial artifacts, and therefore exhibit reduced generalization when eval-
uated on unseen datasets. The bidirectional LSTM module enabled the framework to learn temporal inconsisten-
cies associated with manipulated facial dynamics, motion continuity, and inter-frame coherence. These temporal
representations are generally more transferable across datasets than low-level texture artifacts, thereby improving
cross-domain detection capability. Furthermore, the proposed Temporal-Aware Attention Fusion (TAF) module
adaptively emphasized temporally informative representations while suppressing redundant features, leading to
more stable predictions under varying recording conditions.

Another important factor contributing to performance improvement was the MPA-GA optimization strategy.
Unlike manually selected hyperparameters, the proposed optimization framework jointly searched learning rate,
sequence length, adversarial regularization coefficient, fusion dimension, as well as dropout parameters. This
optimization process improved convergence stability, and reduced sensitivity to training initialization, which con-
tributed to the lower standard deviation observed across the ten independent experimental runs.

The improved cross-dataset performance observed in Table 19 further supports the effectiveness of the pro-
posed framework. Training on FaceForensics++, and testing directly on Celeb-DF v2 resulted in 91.6 + 0.6%
accuracy, indicating that the learned representations were not exclusively dependent on dataset-specific manipu-
lation artifacts. Instead, the model learned generalized spatiotemporal forgery patterns that remained transferable
across unseen manipulation distributions. Similar observations have been reported in recent reliability-focused
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deepfake detection studies, where temporal modeling, and robustness-aware training strategies demonstrated im-
proved transferability across datasets.

Table 19. Comparison with recent deepfake detection studies (2018—2026)

Study Dataset(s) Methodology Accuracy Cross-Da-  Adversarial Ro-
(%) taset Evalua- bustness
tion
Rossler et al. FF++ Xception 94.4 Limited No
(2019) [31]
Lietal. (2020)  Celeb-DF CNN-based detection 93.2 Yes No
(32]
de Lima et al. Celeb-DF Spatiotemporal CNN 94.8 Yes No
(2020) [33]
Wang et al. Multiple da-  Reliability-focused evalua- 95.1 Yes No
(2022) [34] tasets tion
Thing (2023) [35] FF++, DFDC  CNN vs Transformer 97.7 Yes No
Wang et al. FF++ Two-stream Xception fu- 96.4 Limited No
(2023) [36] sion
Lad et al. (2024) FF++, DFDC  Adversarial training frame- 95.8 Limited Yes
[37] work
Alkurdi et al. FF++ Xception-based detection  96.2 No No
(2024) [38]
Lei et al. (2025) Multiple da- Adversarial defense frame- 96.8 Partial Yes
[39] tasets work
Abbasi et al. FF++, DFDC  CNN comparative analysis 95.7 Partial FGSM only
(2025) [40]
Proposed Frame- FF++, Celeb-  Xception + BILSTM + 98.2 Yes FGSM, PGD,
work DF, DFDC, TAF + MPA-GA + adver- DeepFool, Transfer

WildDeepfake sarial training

The comparison presented in Table 18 indicates that most existing approaches mainly focus on improving
within-dataset accuracy, while relatively few studies explicitly address adversarial robustness, and cross-domain
generalization simultaneously. The proposed framework extends the existing literature by combining spatiotem-
poral representation learning, adversarial robustness enhancement, explainability analysis, and automated hy-
perparameter optimization within unified architecture.

5.2 Limitations

Although the proposed framework achieved strong performance across multiple benchmark datasets, several lim-
itations remain. First, the integration of XceptionNet, bidirectional LSTM, attention fusion, and adversarial train-
ing increase computational complexity compared with lightweight frame-based detectors. Consequently, large-
scale deployment on resource-constrained edge devices may require model compression, or knowledge distillation
techniques.

Second, the current framework focuses exclusively on RGB video analysis as well as does not incorporate
multimodal information such as speech signals, physiological cues, or audio-visual synchronization patterns. Mul-
timodal fusion strategies may further improve robustness against sophisticated manipulations.

Third, the detection framework depends on the visibility, and quality of facial regions. Severe occlusions, ex-
treme head poses, motion blur, or low-resolution videos may reduce feature extraction quality, and affect classi-
fication performance. Finally, the evaluation mainly focused on face-swapping, and facial manipulation datasets.
The framework was not extensively evaluated on recent diffusion-based full synthetic video generation models,
which represent increasingly important research direction for future forensic systems.

The inclusion of these limitations is important because recent studies have emphasized that dataset diversity,
manipulation evolution, and adversarial adaptation continue to present open challenges in practical deepfake de-
tection systems.

5.3  Practical Deployment Considerations
From deployment perspective, the proposed framework demonstrated inference speed of 41 FPS on NVIDIA RTX
4090 GPU, indicating suitability for near real-time forensic screening, and content verification applications. The
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framework can be integrated into multimedia authentication systems, forensic investigation pipelines, and social
media moderation platforms for automated screening of manipulated video content.

The explainability component further improves practical applicability by providing visual evidence supporting
classification decisions. Grad-CAM localization maps, and SHAP attribution analysis allow investigators to iden-
tify manipulated facial regions as well as verify prediction reliability. Such interpretability is particularly im-
portant in legal, journalistic, and forensic environments where transparent decision-making is required.

The combination of adversarial robustness, cross-domain generalization, and forensic interpretability suggests
that the proposed framework may provide practical foundation for next-generation deepfake detection systems
operating in dynamic, and heterogeneous multimedia environments.

6 Conclusion

In this work, we tackle the problems of poor cross-domain generalization, adversarial vulnerability and interpret-
ability in the current deepfake detection systems. Many current detectors achieve high performance on benchmark
datasets but exhibit significant degradation when evaluated on unseen datasets or adversarially perturbed inputs,
which limits their practical applicability in multimedia forensic environments.

To overcome these limitations, adversarially robust spatiotemporal deepfake detection framework was devel-
oped by integrating Xception-based spatial feature extraction, bidirectional LSTM temporal modeling, the pro-
posed Temporal-Aware Attention Fusion (TAF) module, adversarial training, and MPA-GA-based hyperparam-
eter optimization. The framework was evaluated on FaceForensics++, Celeb-DF v2, DFDC, as well as WildDeep-
fake datasets using ten independent experimental runs.

The proposed framework achieved accuracies of 98.2 + 0.3%, 97.1 + 0.4%, 95.8 + 0.5%, as well as 93.9 +
0.7% on FaceForensics++, Celeb-DF v2, DFDC, and WildDeepfake, respectively. Cross-dataset evaluation
achieved 91.6 £+ 0.6% accuracy when trained on FaceForensics++ and tested on Celeb-DF v2. Furthermore, the
model retained 86.2 + 0.8% accuracy under PGD adversarial attacks, demonstrating improved robustness com-
pared with conventional CNN as well as transformer-based baselines. Grad-CAM, and SHAP analyses further
confirmed that the framework localized semantically meaningful manipulated facial regions.

Despite these promising results, the framework involves relatively high computational complexity, relies
mainly on facial visibility, and does not incorporate multimodal audio-visual information. In addition, extensive
evaluation on emerging diffusion-based synthetic video generation techniques remains limited. Future work will
focus on lightweight deployment strategies, multimodal forensic learning, certified adversarial robustness, and
generalized detection of next-generation diffusion-based deepfakes.
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